DG-IES-EN2503M
Managed Media Converter
Web Operation Manual



Contents

1 Production INTFOAUCTION. ........c.oiiiii ettt ettt ettt b et be bt besbesbe b e st naeneen 3
T OVEBIVIEW......eiietieeieie ettt ettt sttt sttt et s et ae et e st et et et et et et et et et e s es e e b esesaes e e b ese et ene et ene et ent et ensesesesensenessenens 3

2 SWITCR GCCESS ..ottt ettt ettt ettt b et s b se e b e st e b ese e b e st eb e st et et et et ese b et e b eseebeseebeseebeneeseneas 5
2.0 WD @CCESS. ...ttt ettt ettt ettt at e et e st e et et e e st eh e ek e b e ae s et et et ensent et entententeneeneeneeneeneas 5

2.2 CONSOIE POIT ACCESS. ....oceviveeiiicteeeteete ettt ettt ettt ete et e s bt et e e te e st e eteesseetseabeetseaseesseeteessesseessesseessesteannens 6

2.3 TEINET ACCESS. ... ettt ettt ettt et e et et e st e s e s e e e st e st e st e st e st es e eseese et e eseese s e s ensensensenseneeneeneenes 8

3 EQUIPMENT MANAGEMENT.....c..ciiiiii ettt b et bbbt b et a ettt ee 9
3.1 BaSIC INTOMMIALION......ooiiiieee ettt ettt ettt st et et et e e e e ne e e enteseeseeneeseesesnesneesesneenens 9

3.2 1P AddreSS ChANGE. ......c.ooviiiiiiiiieee ettt ettt ettt ettt s b esb sttt eteesseseeteeteebeebeebeebeebebesbebens 9

3.3 FIrMWArE UPAALE.......ccviiiiiiiieeeeee ettt ettt ettt et et et e b e b e b e b e b et esbessessessessesseneeseerens 10

4 POItS CONFIGUIALION.......cuiiiiiiiiiieticic ettt ettt ettt ettt ettt te et e b e b e b e b e b esbesbe st essessessessassensereeseeseeneesesas 12
BIWLAN . ..ttt ettt ettt ekttt e bt et e bt e a et e b e Rt ek e st ke st ek e n e ke n ekt ekt et et ettt e st b e st ebe st teneetent et et etenteten 13
5.1 Global VLAN CONTIZUIATION. .....ueeuiiuiieietiitiitieteste sttt ettt ettt sttt be st sttt et e e et e st ebe e st ebeebeebesbesbenbeee 13

5.2 POrt VLAN CONTIGUIALION. ....etetitinieieieiieteteit ettt ettt ettt ettt ettt et et et ea e eb e bt ebeebeebesbe st e e besbe st ebebeneenean 13
5.2.1 AIOWEA VLANS.......ooviiiiiieietiieteet ettt ettt ettt b et beseebesa b e st ese st esassesessesebesesseseesenseseneens 14

5.2.2 Quick configuration €XamMPIE.............coccivieiiiiiiiiiiiiee ettt 14

6 QOS CONFIGULATION......cuiietiieiicece ettt ettt ettt et et e e et e e ebe st ese st esesbe st ebenesbeneebeneeseneane 16
6.1 QOS IMPLEMENTATION. ...ttt ettt ettt ettt sttt ettt e et e st e st e st e bt ebeebe s bt sbeebesbe st e b et et enteneeneeneeneenes 16
6.1.1 QOS ClasSifiCatiON.........ccueuirieriieiiieiieieiee ettt ettt bt b s be st e st se s esesesessesesseseeseseeseneens 16

6. 1.2 POLICEIS ...ttt ettt ettt ettt et bbb et b e st b e st s st s et s et n et ene b neebenn 16

6.1.3 Scheduling AlgOrtNMi...... ..ottt ettt ettt e enenns 16

6.2 QOS ClaSSITICATION. ....cuviivietieeieteete et ettt et ettt eeteeeteeteeteeteesteeteebeeseebeesseseesseeseessasseessesteensesreassesssensesssenseesaens 17
6.2.1 Basic QOS ClasSifiCatiON...........ooiiiiiiieeeee ettt ettt et ebesneseesenes 17

6.2.2 PO HAG FESEL.....eeeeeeeeeee ettt ettt ettt et e b e e teesb e e st e b e ere e beert e reenaenaeenaens 17

6.2.3 DSCP CONFIQUIALION.......c.oiiiieieeeeee ettt ettt e e eae e e ereeaeereeeeas 18

6.3 Advanced QOS ClasSIfICALION. ..........couiiviiirieieiteete ettt et e et et eteeeteeteeete et e eteeaesreessestsessesssesseesseseessesseessenseenes 21
6.3.1 QUCLS. ..ttt ettt ettt b et bt b st b st b st b ea s ek ea sk bt e b e st s et e b e st s en s bentesensesensetn 21

6.3.2 POLICEIS. ...ttt ettt e h bbbt bbbttt et et b bt bbb e 21

5.4 SRHAPETS. ...ttt et a bt bbbt bbbt bbbttt e st e a e eh e e bt bt bt e bt e bt bt eb et st et e tenaens 23
6.4.1 POI SNAPETS. ...ttt ettt sttt sttt ettt b et b et b e e b et be st bt naene 23

8.5 SCREAUIETS. .....ecveiviiiiieteeieete ettt ettt ettt ettt et e e te et e e bt e b e e teesbeeasebeesseseessesseessesteessestsenseessenseessenseessenseenseseenes 23
6.5. 1 DWRR. ..ottt ettt ettt ettt s et e st b e st b e st s e st b e st sen e st e st es et n e b st beneebeneenn 23

A 7N O O SRTTRSP 25
7.1 POrt based CONTIGUIALION. ....c..eieuieiieieiietieieet ettt b et b e bbbt bbb st et e et et et et et ebeeneenes 25

7.2 LACP Key CONFIGUIATION. .....c.eeuiiiiiiiriirieriietistentest et ettt ettt ettt ettt s sttt be et et se et easesteaeeveebesuesaesbesnenaens 25
7.2.1 LACP Role CONfIGUIATION......c.oiuiiiiiiiiiiitiieieie ettt bbb 26

7.2.2 LACP Timeout ConfigUuration.............cc.ociiiiiiiiiiicieiceetcet ettt ettt eve bbb s sesss 26

8 MAC AQAIESS TADIE.......iivivitiiiieieeiet ettt ettt ettt e bt e b e s easesse st essessesseseesseseeseeseesesse s essessessessessessessessassessaseas 27
8.1 Set MAC Address Table AZING TIME..........ccveuieieriiiirieriitetetetestest et ereereeteeseereesessessessessessessessessessessessesseseesessas 27



8.2 Add Static MAC AdAIess TaADIE.......coouiiiieeee ettt et e e e e s et e e et e e et e s et eesteesenaaeeseneas 27

8.3 ShOW MAC AAAress taDIE........ceeieeiieeieiietieie ettt ettt et ettt e bt esbesbe s e b e s e e ansesteneaneeseeseeseeneesenes 28

O Mirroring & REMOLE IMITTOTING. .......eeuiiueitirieteriesieieieit et et et ettt etestestestessesessesseseeneeseeseeseeseesessessesessesensensensenseseaneaneas 29
9.1 MIITOTING (LLOCAL). ...ttt ittt ettt ettt et ettt et et e e et e s e seeseeneeseeseese et e et e ssessensesessensensenseneesseneeneaneas 29

0 L L Ty Pttt ettt ettt ettt bbbt s st re ettt te st ke heebe b e b e b et e st e st e st esbesberteneetsereeneereets 29

O 1.2 VLAN ID .ottt ettt s b st b e st b e st e b et e b e b es e s e s e b e st b e st beneebenene 29

9.1.3 Source VLAN(S) ConfiQuIatioN............c.oouiiuiiuioeeeeeeeeeeeeeeeee e 29

9.1.4 POrt-10-POIt IMIFTOFING.......ccviiiiiieeieiieieteeett ettt ettt ettt ettt se et esseseeteeteeteeseebeebesbesessessessessenes 30

9.1.5 VLAN 10 POIt MITORING. .. .eiieiiiieeiietesteeet ettt ettt st et sttt sbesbeesbesseesbessaensesseensessaensenns 30

9.2 REMOLE MITTOTINE. ... vetententeieieieeeieiteetetteseeteeteese et eetesseesessensesansensensansaneeseeseaseeseaseeseesesessesansensensensensensaneeneanis 31

TO GVRP...oieiiteetee ettt ettt ettt e s s et e s et e b et e b e s e s e st e s e s s e s e s s ese b et e b e s e b e s e be st b e Rt be s s Re s se b ese b eseebeneebenene 34
10.1 GVRP Port CoNfIQUIAtioN...........c.oiiieeeeee ettt ettt e e e eneens 34
10.2 GVRP GlODAl CONTIGUIALION. ......euieeieiieiieiieiieitetieteee sttt ettt ettt et eteeteesestesessensenseneaneeseeneeneeseeseeseeseeas 34

11 Multiple Spanning Tree ProtoCOIMSTP).....c.couiriiiiririiieierieitrietere ettt ettt sttt 36
11.1 Bridge COnTIGUIATION. ....c.itetiieiiiteiiitetrte ettt sttt sttt b et b et b et b et b e e b et se st st et ne 36
11,2 MSTI CONTIGUIATION. ....covivveeieeeeeietiett ettt ettt ete ettt e bt esbessessessesseseeseeseeseeseesassessessessessessessessesseseeseesseseeseesesns 36
113 MSTT PHIOMHIES. ...ttt 37
11.4 CIST POIt CONTIGUIAION. ....c.viuiieiiiieeieiieeieieete ettt ettt ettt et et et essestesseseeseeteeseeseeseeseesessessessessessessessessesseseessasis 38
L1 T EAQE POIL... et ettt ettt ettt et ettt et e e ae et e e et e ebeeateeaeesbeeteenteeasesseessesteersereensenns 39

11.4.2 Restricted Role and Restricted TCN.......c.cociiiiiiiiieee s 39

L1.4.3 BPDU GUAK......iuiiiiiiiiiieictnetetct sttt ettt ettt ettt eneeen 40

11.4.4 POINE-TO-POINT. ..ottt sttt ettt e st e e sb et e esb et e essesseessesseessesseensesseessesssesesssensens 40

11.5 MSTI POrt CONTIGUIALION. ... .eutitiieieieieeieitetett ettt ettt ettt et et e et e st eseeseeseeseesessessesensensansenseneeneeseeseenessenas 40

12 Ethernet Ring Protection SWitChing(ERPS).........cciiiiiiiiiieeeeeeee ettt ene e e 42



1 Production introduction

1.1 Overview

DG-IES-EN2503M managed Media Converter can provide 2*GE ports, 1*GFX ports, GE ports support
100/1000M-TX ports with AUTO-negotiation, GFX support 1000Base-X, and fixed with SFP ports. Stable

system make sure the Network more safety and reliable.

Firmware feature
Network management: Web, Telnet, Console
Switch attribute: VLAN, Qos
Redundancy protocol: ERPS, MSTP/RSTP/STP, Ring

Network security: ACL

>
>
>
»  Multicast: IGMP Snooping,static multicast, MLD Snooping
>
»  Network surveillance: SNMP v1/v2/v3,RMON

>

Bandwidth management: link aggregation, port speed limit
» Diagnosis: mirroring, LLDP
Technical Standard

IEEE 802.3 10Base-T 10Mbit/s Ethernet

IEEE 802.3u 100Base-TX, 100Base-FX, Fast Ethernet

IEEE 802.3ab 1000Base-T Gbit/s Ethernet over twisted pair

IEEE 802.3z 1000Base-X Gbit/s Ethernet over Fiber-Optic

IEEE 802.1d STP (Spanning Tree Protocol)

IEEE 802.1w RSTP (Rapid Spanning Tree Protocol )

IEEE 802.1s MSTP (Multiple Spanning Tree Protocol)

ITU-T G.8032 / Y.1344ERPS (Ethernet Ring Protection Switching)

IEEE 802.1Q Virtual LANs (VLAN)

IEEE 802.1X Port based and MAC based Network Access Control, Authentication
IEEE 802.3ad Link aggregation for parallel links with LACP(Link Aggregation Control Protocol)
IEEE 802.3x Flow control for Full Duplex

IEEE 802.1ad Stacked VLANSs, Q-in-Q

IEEE 802.1p LAN Layer 2 QoS/CoS Protocol for Traffic Prioritization

YV vV V¥V ¥V ¥V ¥V ¥V ¥V ¥V ¥V V¥V V V¥V V V

IEEE 802.1ab Link Layer Discovery Protocol (LLDP)
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» IEEE 802.3az EEE (Energy Efficient Ethernet)



2 DG-IES-EN2503M managed Media Converter access

1) Web
2) Console port
3) Telnet

If equipment IP address is unknown, you can connect Console to PC to get it, the default IP is 192.168.0.2.

2.1 Web access

Enter the IP address in the browser’s address bar, the login screen is displayed, then enter the user name
“admin” and default password is 123. as shown in figure 2-1 below:

Authentication Required

http://192.168.0.2 requires a username and password.

Your connection to this site is not private.

User Mame:

Password:

Log In Cancel

Figure 2-1 login interface

When you logged in to web interface, as shown in figure 2-2, it's navigation menu on the left and detailed
interface on the right.

Industrial Ethernet

By System B
& information Port State Overview
[E] configuration
[E 1P status
EBr
Time
Exlog
CPU Load

Figure 2-2 Web interface
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2.2 Console port access

User can use hyper terminal of Windows or other softwares that support serial connection such as xshell to
access media converter via Console port. The following example shows how to use hyper terminal to access
the switch via Console port:

(1) Connect the PC serial port to switch Console port via DB9 cable we offered.

(2) Run the hyper terminal from Windows,click Start—All programmes— Accessories—

Communications—Hyper terminal

(3) Create a new connection “switch”, as shown in figure 2-3:

Connection Description

% Mew Connection

Enter a name and choosze an icon for the connection:

MName:
| Switch

Figure 2-3 new connection

(4) choose COM1 as shown in figure 2-4.

Notes: please check device manager to confirm the corresponding COM port.

Connect To E”Y

X
% Switch

Enter details for the phone number that you want to dial:

Country/region:

Area code: I:l

Phone number: [ ‘

E |

Connect using:

I OK ” Cancel ]




Figure 2-4 COM port selection

(5) COM1 setting as shown in figure2-5, Bit/s(baud rate: 115200; Data bits: 8; Parity: None; Stop bits: 1;
Flow control: None

COM1 Properties @@

Port Settings |
Bits per second: i1 15200 s ‘
Data bits: |.8 “ ‘
Parity: | None v
Stop bits: |“1 v}
Flow control. | (N
I 0K ] { Cancel ] [ Apply l

Figure 2-6 Serial port setting

(6) Click “OK” to enter into CLI, the default user name of serial management is “admin”,the default

password is “123”. as shown in figure2-6.

Wrong username or password!
Press ENTER to get started

Username: admin
Password:
#

Figure 2-6 CLI
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2.3 Telnet access

PC and switch IP address shall be in the same network when accessing the Telnet. Type “telnet IP address”

in the run dialogue as shown in figure 2-7.

ey Type the name of a program, folder, document, or
' Internet resource, and Windows will open it for vou,

Open:  telnet 192.168.0.2 v

K H Cancel Jl Browse. .,

Figure 2-7 Telnet access

Type user name “admin” and password is “123” in Telnet interface and press <Enter> to log in Telnet CLI as

shown in figure 2-8.

o Telnet 192.168.0.2 HEEB

Uzername: admin
Pazsword:
i

Figure 2-8 Telnet CLI



3 Equipment management

3.1 Basic information

DG-IES-EN2503M-A Industrial Ethernet Switch

Industeial Frtharnet

B3 System .
[ information System Information
[ connguration
[ 1P status System
@w Contact
[+ RO Narme
ExLog Location 117535, Moscow, Warshawskoe shosse, 133
Syt Hardware
3 DHCP MAC Address be-9c-c5-11-07-a2
P
BET :ns Configuratan Device Type DGHES-EN2S03M-A
[ state v Sarial No. 6918505022400
[E] Trame Overview Power 1 Mot Present (0)
[ Qos Statistcs Fower 2 Mot Present (0)
[E cL status Temperature 28C

Figure 3-1 basic information

System Contact

The allowed string length is 0 to 255, and the allowed content is the ASCII characters from 32 to 126.
System Name

The allowed string length is 0 to 255.

System Location

The allowed string length is 0 to 255, and the allowed content is the ASCII characters from 32 to 126.

3.2 IP address change

Management IP address can be changed as shown in figure 3-2.



Advanced Industrial Ethernet Switch

B system . o

& information IP Configuration

[E configuration

B IP Status Mode Host v

Er

1 Time DNS Server 0 Mo DNS server 2

BLog

B cPU Load
B3 DHCP
B3 Ports

[ Ports Configuration DNS Server3 Mo DNS server v

B state

[E] Traffic Overview DNS Proxy

[E Qo5 Statistics

Bl act stals IP Interfaces

[E Detailed Statistics
B3 Aggregation DHCPv4 1Pva DHCPVE IPVE
B3 Redundancy
B3 Security
P2 Green Ethernet 1 182 168.0.231 24
B IPMC
B MVR
RLLDP
B3 MAC Table IP Routes
B3 VLANS
B3 GVRP Delete Network Mask Length Gateway NextHop VLAN
1 GMRP
11 PTP(1588) & SyncE Add Route

DNS Server 1 No DNS server i

DNS Server 2 No DNS server *

Delete VLAN Enable Fallback Current Lease Address Mask Length Enable Rapid Commit CurrentLease Address

Figure 3-2 IP address change

3.3 Firmware update

Software upgrades, as shown below. Click “Browse” to locate the firmware in the format '.dat'".

Advanced Industrial Ethernet Switch

B3 System
BaDHCP Software Upload
ExPorts
B3 Aggregation BRI FEELARE
B3 Redundancy
B3 Security
B3 Green Ethernet
B3 IPMC
B3 MVR
EaLLDP
B3 MAC Table
B3 VLANS
I3 GVRP
3 GMRP
P PTP(1588) & SyncE
P2 Ethernet Services
[ + L1
B3 Link OAM
1 Diagnostics
B3 Maintenance
[E Restart Device
[E Factory Defaults
B3 Software
[E Upload
[ Image Select
B3 Configuration

Figure 3-3 Software update

Browse and select the software that needs to be updated, click Upload, as shown in Figure 3-4.
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=
Firmware update in progress

The uploaded firmware image is being transferred o flash.

The system will restart after the update.
Until then, do not reset or power off the devicel

L
PIOFRTTITNG, pkaase wal

Figure 3-4 Firmware update in progress
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4 Ports Configuration

This page can be configured with speed, flow control, maximum frame size, etc., as shown in Figure 4-1

Advanced Industrial Ethernet Switch

ACE

System
B i Port Configuration
B Ports
[E Ports Configuration
B state Bt
[E Traffic Overview . . e | @ |e | @ | 9600 m—
[E QoS Statistics
B acL Status

IR Mintnilad Qaabictine
B3 Aggregation 23 ®

B8 fixdundnncy 3 166 Auto ve @ w v W x x 600 Discard v
B2 Security
B3 Gieen Ethemet
B IPMC
B MVR
B1LLDP
B3 MAC Table
BIVLANs
B GVRP
B GMRP
B PTP(1588) & SyncE
B3 Ethernet Services
B2 005
B3 Link OAR
B3 Diagnostics
B Maintenance

& Restart Device

[@ Factory Defaults

B3 Software

[E upload
[E Image Select

BN Confiniratinn

Speed AdvDuplex  Advspeed Flow Control e e anie

Link Current Configured Fdx Hdx 10M 100M 1G Enable Curr Rx Curr Tx Frame Size Collision Mode Length Check

1 ® Down Auto . . “ - 2 @ x x 9600 Discard *

x

Down  Auto e e e | @ @ x %600 Discard *

Figure 4-1 Mode configuration
When you have any doubt, you can click the button like @ at the top right of the web to get the help. shown in
figure 4-2.

Port Configuration Help

This page displays current port configurations. Ports can also be configured here.

Port
This is the logical port number for this row.
Link
The current link state is displayed graphically. Green indicates the link is up and red that it is down.
Current Link Speed
Provides the current link speed of the port
Configured Link Speed

Selects any awailable link speed for the given switch port. Only epeeds supported by the specific port i shown. Possible speeds are:
Disabled - Disables the switch port operation

Buto - Port auto negotiating speed with the link partner and selects the highest speed that is compatible with the link partner
10Mbps HDX - Forces the cu port in 10Mbps half duplex made

10Mbps FDX - Forces the cu port in 10Mbps full duplex mode

100Mbps HDX - Forces the cu port in 100Mbps half duplex mode

100Mbps FDX - Forces the cu port in 100Mbps full duplex mode.

16bps FDX - Forces the port in 1Ghps full duplex

2.56bps FDX - Forces the Serdes port in 2.5Gbps full duplex mode.

SFP_Auto_AMS - Automatically determines the speed of the SFP. Note: There is no standardized way ta do SFP auto detect, so here it is dane by reading the SFF rom. Due to the missing
standardized way of doing SFP auto detect some SFPs might not be detectable. The part is set in AMS mode. Cu port is set in Auto mode.

100-FX - SFP port in 100-F speed. Cu port disabled

1000-X - SFF port in 1000-X speed. Cu port disabled.

Ports in AMS mode with 1000-X speed has Cu port preferred

Ports in AMS mode with 1000 speed has fiber port preferred

Ports in AMS mode with 100-FX speed has fiber port preferred

Advertise Nunlex

Figure 4-2 Help
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5 VLAN

5.1 Global VLAN Configuration

Add VLAN 2,3
Global VLAN Configuration

Allowed Access VLANs 1-3

Figure 5-1 add VLAN
Delete VLAN2

Global VLAN Configuration

Allowed Access VLANS 1.3

Figure 5-2 delete VLAN
Show Existing VLAN

B3 System
n;ﬂp VLAN Membership Status for Combined users

B Pons
& Pans ¢ anfiguration Start frarn YLAN | with 20 | enines par page. m -
[E State
E Traflic Charsaw
E QoS Statistics viawmp 1 % 3
15 QL Status 1 -
Il P il S5 mdirbin e 2 o

B Agaregation

B3 Redundancy

B Security

E3 Green Ethamat

B IPMC

B MR

. JRNITY

B MAC Table

B VLANs
E WLAMNS
& Membership
E FParts
B LAN Translation
BN Private V0LANE:

Fart Mevbers

3 s

Figure 5-3 show existing VLAN

5.2 Port VLAN Configuration

The port mode (default is Access) determines the fundamental behavior of the port in question. A port can be
in one of three modes as described below.

Access:
13



» Access ports can belong to only one VLAN

» Accept unlabeled frames and C-tagged frames,

+ Discard frames that do not belong to the VLAN,
At the exit, all frames are transmitted without tags.
Trunk:

Trunk ports can belong to multiple VLANs at the same time. Usually used to connect to other switches. The

Trunk port has the following features:
By default, the trunk port belongs to all VLANs. You can configure the trunk port.

By default, the packets coming from the trunk port carry the tag (except that the VLAN of the packet is equal
to the default PVID).

Hybrid:

Hybrid ports A hybrid port can allow multiple VLANs to pass through, receive and send packets of multiple

VLANSs. It can be used to connect between switches and to connect to a user's computer.

52.1 Allowed VLANs

Ports in Trunk and Hybrid modes can control which VLANs are allowed to become members. The access port

can only be a member of a VLAN, that is, an access VLAN.

s2.2 Quick configuration example

cwitch 1 HC /E\ ]
/ H__I=_I__=l.' f’—'—i—% ,—'—i—l
VLAN Trunk
e [ | [ ] [ ]
L _I L — | 1 — |
VLAN Trunk
. L] [ ] [ ]
Switch 3 \\I o \u'_._i_lj ‘ﬂl_l_i_'

VLAN 1 VLAN W

Figure 5-4 Quick configuration example
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Global VLAN Configuration

Allowed Access VLANS 1-3

Ethertype for Custom S-ports  BEAS

Port VLAN Configuration

Port Ingress Ingress Egress Allowed
Port Mode VLAN Port Type Filtering Acceptance Tagging VLANS
o v 1 <« v L o L] & w 1
1 ACCRSS ¥ 1
2 ACCess ¢ 2 Untag Port VLAN ¥ 1-3
a ACcess v 3 Untag Port WVLAN ¥ 1-3

Figure 5-5 Port VLAN configuration
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6 QoS configutation

6.1 QOS Implementation

6.1.1 QOS Classification

In frame basic and advanced hierarchies, there are two methods for classifying into QoS classes and for

re-marking priority information.

Basic QOS Classification
Basic QoS classification based on PCP, DEI, SCP:

¢ QoS classification of PCP and DEI based on tagged frames. Each port from PCP and DEI to QoS level

mapping can be modified.

QoS classification based on DSCP values.

DSCP conversion

DSCP mark based on QOS level.

QOS class configuration for unlabeled and non-IP packets.

Advanced QOS Classification
Advanced QoS grading using QCL to provide flexible rating:

¢ High-level protocol fields for rule matching.

e Operations include mapping to QOS classes and converting PCP, DEI and DSCP values
.12 Policers

The governor limits the bandwidth of the receive frame beyond the configurable rate. The governor can be

configured at the queue level or at the port level.
.13 Scheduling algorithm

There may be two types of scheduling on a port-level switch.
Strict priority

All queues follow strict priority

DWRR

Scheduled based on the weights configured for each queue. Queues 6 and 7 always use strict priorities for

16



scheduling. DWRR can be done on a queue of 0 to 5.

6.2 QOS Classification

6.2.1 Basic QOS Classification

Port Classification

Ports can assign QOS levels (CoS), PCP, DPL, and DEI to ingress packets.

B VOERE
[E Members hip
@ Ports QoS Ingress Port Classification
B2 'YLAN Translation
B2 Privata WLANSs
Bl o I+ <> v < v T+ < v
B Woice WLAN
B GVRP
E3 GMRP 2 |3 r 1 2. 1 ® Disahbled Source T
B3 PTP(1588) & SyncE
B3 Ethemet Services 3 o.r D~ a - o~ Disabled Source "
B ges
[ Port Classification
[ Port Policing
- [E Gueus Palicing
El Part Scheduler
= Port Shaping
(& Port Tag Remarking
- B Port DSCP
- B D5CP-Based QoS
E DSCP Translation
- [E DSCP Classification
[E 205 Control List
[E Storm Palicing
B3 Link OAM
B3 Diagnostics
B2 Maintenance
[ Restan Device
@ Factory Defaults
B Software

E Upload

Port CoS DPL PCP DEI Tag Class. DSCP Based Address Mode

o - o= - o~ Dizahled Source v

Figure 6-1 Port Classification

622 Port tag reset

There are three ways to tag tag in outgoing direction:

1. Classifed: The PCP and DEI values of the packets in the Egress direction can be updated by the

corresponding value in the Ingress direction.

17



2. Default: PCP and DEI values of Egress packets can use the default values defined by the port.

3. Mapped: PCP and DEI values of Egress packets are updated according to the mapping of tags.

Port2 ¥

QoS Egress Port Tag Remarking Port 2

Tag Remarking Mode | Defaut |

“Classified
PCP/DEI Configuration

Mapped
Defaul PCP 0"

Detault DEI g

Figure 6-2 QoS Ingress Port tag

Mapping QoS Class 2 and DPL 0 to PCP 3 and DEI 0, mapping Qos Level 3 and DPL 1 to PCP 4 and DEI 1.
As shown figure 6-3.

QoS Egress Port Tag Remarking Port 2

Tag Remarking Mode Mapped

(QoS class, DP level) to (PCP, DEI) Mapping

QoS class DP level PCP DEl

Figure 6-3 QoS Egress port tag

623 DSCP Configuration

DSCP Configuration per port is present both on ingress and egress.

Port 2 is based on DSCP-based QoS classification in the Ingress direction, as shown in Figure 6-4.
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QoS Ingress Port Classification

I [E Membearship . .
L @ Ports QoS Ingress Port Classification
B3 /LAN Translation
L B® Private WVLANs Part CoS DPL PCP DEI Tag Class, DSCP Based Address Mode
S + RN | ognow 5 ¥ 23 ¥ &3 ¥ 3 -
B2 voice WLAN
- B GVRP 1 o> o ;. or Dizabled Source v
| B GMRP Z [ ar g o- Disabled o Source v
- B2 PTP(1588) & SyncE
B3 Fthemnet Services | |0+ IRE 02 or Disabled Source v
- BaoS
|- [E Port Classification
- [ Paont Palicing

- [E Queue Policing

- B Port Scheduler

- [E pont Shaping

|- B Port Tag Remarking
- [ Pont DSCP

| [E psCcP-Based QoS

- [E DsCP Translation

|- [ DSCP Classification

- [E QoS Contral List
[El Stnemn Palicina

Figure 6-4 QoS ingress port classification
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- I Private VLANS DSCP Trust QoS Class DPL
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B2 ‘Yoice WVLAN
B3 GVRP 0 (BE) o o e
B2 GMRP 1 0 v Bl

B3 PTP(1588) & SyncE

B2 Ethemnet Services 2 o 4 v 0
B QoS 5 9 v e
[E] Pont Classification
[E Port Palicing

& cueue Paolicing
& Port Scheduler
[E Pon Shaping
Port Tag Remarking
[E Port DSCP

- [El DSCP-Based Qo5
[E DSCP Translation

- [E] DSCP Classification
[E @oS Control List
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Figure 6-5 DSCP-Based QoS Ingress Classification

Translate DSCP at ingress of port 2 and rewrite enabled on port 3, as shown in Figure 6-6.
Membership

@ Ports QoS Port DSCP Configuration
B3 /LAN Translation
B3 Private WLANS Ingress Egress
| + R Pont  Translate Classify Rewrite
B3 oice WLAN . s - 55
B GVRP
B2 GMRP 1 Disable Dizable
B3 PTP{1588) & SyncE
2 ¥ Disabl ¥ Disahl
B3 Ethernet Services siisiid inion
B 00S 3 Diszble = Enable
[El Port Classification =
[E Port Policing

[E GQusue Folicing

[E Port Scheduler

[E Part Shaping

[E Port Tag Remarking
[E Port DSCP

Figure 6-6 QoS port DSCP configuration

Set DSCP=0 at ingress of port 2 and rewrite enabled on port 3.

(=) WLANS c
& memberchip
B Fors QoS Port DSCP Configuration
- = VLAN Translation
i I3 Private VLANS Ingress Egress
e Port Translate Classify Rewrlte
B3 ‘oice WLAN + i i St
- B3 GVRP
- I3 GMRP 1 Diszble = Disable
W PTP(1568) & ek 2 DSCP=0 * | Disable
B3 Ethemet Services
B 0es 3 Disable * | Enable
|- B Port Classification
@ Port Puolicing

| B Bueue Palicing
[E Port Scheduler
i E Par Shaping
t [E Pont Tag Remarking
|- B Port DSCP

+ [ pscP-Based QoS
Figure 6-7 QoS port DSCP configuration
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6.3 Advanced QOS Classification

631 QCLs

Advanced QOS classification can be done by checking the packets, and mapping them to PCP/DEI, QOS

class, and DSCP values.

Match specific source MACs on port 2 and map these to QoS class 5, as shown in Figure 6-8.

B MANTTELS AT
E Pt
3 VLAK Trensistion
BN P iiviaatia WLANG
[+ KU
B3 e LAN

3 GVRP

o Gupe

B FTP{I588) & SyncE

3 Ebranet Senvices

| [t
B Pot Classfcaion
mpm Pricng
[H Cupie Priicing
B Pot Schedule
[ Pot Shaping
[Cf= Tag Ramarking
B Put DECF
[H D50 P-Basid QoS
[E 05 P Traneistion
[ oEcF classhcaion
B Contrd List
[H S1orm Palicing

B Lk 8

B Diagnostics

B Mainita iaiice
B A st it D

QCE Configuration

Fort Members
1 2 3

Key Parameters

DRAL Ay

SHAL Speciic T OO-OG-O0UI0UI- 15
Tag Aaryy

Rl Ay -

FLP fmy

L] Ay =

Frame Typs Ay

Action Parameters

Ca%
DPL
DECP
PP
DEI

Palicy

Defmk -

Diefmyk

Defagk =

Defagk =

Figure 6-8 QCE configuration

6.3.2 Policers

6.3.2.1 Port Policers

Enable the policy at the port level on a specific port

Enable the policy on port 2 and set the rate to 2000Kbps, as shown in Figure 6-9.
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1=l Membership
- [E Ports
X WLAM Translation
B3 Frivate WLANs
B vCL
BY Yoice WLAN
- B3 GVRP
- B8 GMRP
- EZPTP{1588) & SyncE
| 2 Ethernet Services
- B QoS
El Port Classiication
- [E Port Palicing
E cueue Policing
[E Port Scheduler
[E Part Shaping
E Port Tag Remarking
- [8 Port DSCP
[ DSCP-Based QoS
[E DSCP Translation
[ DSCP Classification

QoS Ingress Port Policers

Port  Enable Rate Unit Flow Control
* 500 <> r
1 &S00 kbps
2 < 2000 kbps -
3 500 kbps =

Figure 6-9 QoS ingress port policers

6.3.2.2 Queue Policers

Enables policy on queue 2 of port 2. Set the rate to 20 Mbps

EI Mambership
m Forg
B2 WLAN Translalsan
B Private WLANS
[+ RYNE
B2 Voice VLAN
3 GVRP
B GMRP
E3 PTP{1588) & SyncE
B3 Ethemel Services
B Qs
& Port Clsssification
[ Port Podcing
[® Qusua Policieg

QoS Ingress Queue Policers

Dueue b Oueue 1 Cpeiie 2 Ouewe 3 Ouened Ouewe d CGuese b Ouewe [
Part Enable Emable E Rate Unit Emable Enable Enahble Enable Emable
. S0 £ v
1 sm kbps
2 - 20 Mbps *
3 500 kbps =

Figure 6-10 QoS ingress queue policers
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6.4 Shapers

641 Port Shapers

Enable Shaper on Port 3 and set the shaper rate to 4000 Kbps, Enable shaping on Queue 2 and Queue 4 on

Port 3, showed as the figure 6-12.

[ membership
[E Fonts
B2 WVLAN Translation

QoS Egress Port Scheduler and Shapers Port 3

B2 Private VLANs Scheduler Mode Strict Priority v
Exv/CL
B /oice WLAN
B3 GVRP Queue Shaper Port Shaper
B3 GMRP Enable Rate Unit Excess Enable Rate Unit
| B2 PTP(1588) & SyncE LG
B3 Ethernet Services l
B goS R
[E Pont Classification
[E Port Palicing
B Qusue Policing LIS s
[E Pont Scheduler
E rFort Shaping @@ ;
[E Port Tag Remarking @ | 300 kbps 1 '@‘ E
B Port DSCP [FER O] c @ (4000 || kbps ~
[E D5CP-8ased D03 T
[E DSCP Translation Q:Hs ——
[E 0SCP Classification @ [ 1000 | kops
[E 20S Contral List E-@
[E Starm Palicing \
3 Link OAM QoS
|- B2 Diagnostics
- B Maintenance
[E Restart Device Back
[E Factory Defaults
B3 Software
[E] Upload
Figure 6-11 shapers port 3

6.5 Schedulers

651 DWRR

Set the scheduling mode to DWRR on Port 3,

the weight setting queue 0 to 40, Queue1 to 40, Queue? to 20,

Queue3 to 20, Queue4 to 20 and Queueb to 20, showed as the figure 6-12.
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E rons QoS Egress Port Scheduler and Shapers Port 3
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B3 GVRP Oueue Shaper Queue Scheduler Port Shaper
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figure 6-12 DWRR on port 3
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7 LACP

LACP is the IEEE 802.3ad standard protocol. The link aggregation control protocol allows multiple physical

ports to be bundled together to form a single logical port.

7.1 Port based Configuration

Enable/Disable LACP

Control whether LACP is enabled on this switch port. LACP will form an aggregation when 2 or more ports are
connected to the peer device with LACP enabled. Default value is disabled.

B System i G
B e LACP Port Configuration
B Ports
B Parts Configuestion Port LACP Enabled Key Fole Timesut  Prla
B State = < " < . x® J2TE5
E Trafiic Cvensew
[ 005 Statistics ' Ao " Actie *| || Fast *| | 32763
[E acL Status
E] Distadad Stalestics .
B Aggregation 3 Auto d Active  * Fast * e
[ Sratic
[E Static Status
BLacP
[E LACP Post Configuration

ra

4
P
n
3
(1)
3
8

Figure 7-1 LACP enable on port 2
7.2 LACP Key Configuration

The key value range of the port is 1-65535. The automatic setting mode is configured according to the physical
link speed (10Mb = 1,100Mb = 2,1Gb = 3). With a specific setting, you can enter a user-defined value. Ports
with the same Key value can participate in the same aggregation group, and ports with different key values can
not be aggregated. The default value is auto.

Set LACP key to 4 on the port 2, showed as the figure 7-2.
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B System

B2 OHCP LACP Port Configuration

B Ports
[E Parts Configuration Port LACP Enablad Key Rale Timaouwt  Pris
[& State af r = v CET 32768
[E Teaffic Crvarvaws -
[ cus Statistics Auto . Acta ¥ Fast »  3I7ER
0 P 2 * Specifc = [ 4 Active v| Fast v 32768
B Detailed Statistics

B Aggreqation 3 Ayito o] Aclwa v Fast = 32768
[ﬂ Static
[E Static Status
-

[E LACP Pod Canfiguration
[E System Status
[E Fon Status
[E Fon Statistics
B2 Redundancy
B2 Security

Figure 7-2 Set LACP key to 4 on the port 2

72.1 LACP Role Configuration

This role displays the LACP activity status. The Active state sends LACP packets per second, while the

Passive state needs to wait for the peer LACP packet. The default value is active.

722 LACP Timeout Configuration

This configuration controls the time interval between BPDU transmissions. Fast transmits LACP packets per

second, while Slow sends LACP packets every 30 seconds. The default value is fast.
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8 MAC Address Table

The switching of frames is based on the source MAC address in the frame. The switch creates a table that

maps the MAC address to the switch port, which contains static and dynamic MAC addresses. If you want to

make a fixed mapping between the DMAC address and the switch port, you need to configure a static MAC.

The switch automatically updates the dynamic MAC address table according to the source MAC address of the

frame. If the MAC address is not received after the aging time, the dynamic mac address is removed from the

MAC table.

8.1 Set MAC Address Table Aging Time

By default, dynamic entries are removed from the MAC table after 300 seconds. This removal is called aging.

Change aging time to 200 seconds, as shown in Figure 8-1.

BLLDP . .
@ LLoP Agtng Cunﬁguratmn
El Neighbors Disable Automatic Aging
[E LLOP-MED o =
B LLOP-MED Neighbors Aging Time 200 seconds
E eee MAC Table Learning
& Pont Statistics
H MAC Table Per: Maumbers
E1] Configuration 1.2 3
[E mAC Address Table Buite i el e
B3 VLANSs .
B3 GURP Disable
B GMRP Secure

B3 PTP(1588) & SyncE . -
B Etheinet Services Static MAC Table Configuration

QoS Parl Membery
B3 Link OAM

[B] Drnt Cattivas

Delete VLANID MAC Address 1 2 3

Figure 8-1 Change aging time to 200 seconds

8.2 Add Static MAC Address Table

Add a static MAC address entry to the MAC address table.
Add static MAC address: 00:00:00:00:00:0f to port 3 of VLAN 2. As shown in Figure 8-2.
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B Event Sstus
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Figure 8-2 Add static MAC address: 00:00:00:00:00:0f in VLAN 2 on port 3

8.3 Show MAC address table
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Figure 8-3 Show MAC address table
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9 Mirroring & Remote Mirroring

9.1 Mirroring (Local)

To debug network problems or monitor network traffic, the switch system can be configured to mirror

frames from multiple ports to a mirrored port.
9.1.1 Type

Mirroring

Configure the switch to local mirror mode. The source port(s) and destination port are located on the

same switch.

Source

Configure the switch as a source node of mirroring. The source port(s), reflector port and intermediate

port(s) are located on this switch.

Intermediate

As a role of an intermediate transmission to mirroring packets.

Destination

Mirroring packets finally mirrors the destination switch.

912 VLAN ID

The VLAN ID is the destination VLAN of the mirror. It is recommended to separate from the service
VLAN.

9.1.3 Source VLAN(s) Configuration

The switch can support VLAN-based Mirroring.

Note: The Mirroring session shall have either ports or VLANs as sources, but not both.
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9.1.4 Port-to-port Mirroring

Mirroring traffic of port 1 to port 3, as shown in Figure 9-1.

B LLDP
E Lo
[E] naighbors
& LLOP-MED
[E LLOF-MED Neighbors
[ eeE
B Part Statistics
B MAC Table
B3 VLANs
B GVRP
B GMRP
BY PTP(1588) & SyncE
1 Ethernet Services
B 005
B3 Link OAM
B Diagnostics
= Ping
E Pingh
E] varPHy
= Mirranng

Mirroring & Remote Mirroring Configuratio

Mode Enabled g
Type Eirrar .
VLAN 10

Reflectar Part

Source VLAN(s) Configuration

Source VLANs

Port Configuration

Paort Source Intermediate  Destination
1 Both .
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Figure 9-1 Mirroring port 1 traffic to port 6

9.1.5 VLAN to Port Mirroring
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Figure 9-2 VLAN 123 packets are mirrored to port 2

9.2 Remote Mirroring

Remote mirroring is a mirror extension. It can extend the target port in other switches. Enables users to

analyze network traffic on other switches.

k1 Port 4 Pport 3 Port 4 Port4 Port 1

\Wb__l = s o e ‘:w.i:ch.3~_

Figure 9-3 Remote mirror topology
Switch 1
Set switch 1 as the source switch with the following parameters
* Source port: 1
* Mirror mode: Both received frames and frames sent will be mirrored.
* Intermediate port: 3
Note: The intermediate port needs to disable MAC table learning.
* Mapping port: 2
Note 1: Mapping ports only need to select the source mirror type.
Note 2: Mapping ports need to disable MAC table learning and STP.
Note 3: The mapping port only supports electrical ports.
* Mirroring VLAN: 200
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B3 Agoregation Mirroring & Remote Mirroring Configuration
B3 Link OAM

[E] Loop Protection

Spanning Tree Mode Enabled ¥

IPMC Profile Type Source(RMirror) r
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[+ [N VLAN ID 200

E ;;E'P Reflector Port Part 2 v

[E vEFR z
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1 Both ¥
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Mirroring

uPnpP 3 Disahled =

Figure 9-4 Remote mirror - source switch
Switch 2
Use the following parameters to configure Switch 2 as an intermediate switch
Intermediate port: 3. Note: The intermediate port needs to disable the MAC table learning.

Mirror traffic VLAN: 200

BLLDP - . " . " .
| B Loe Mirroring & Remote Mirroring Configuration
- E Meighbors
t [E LLDP-MED Mode Enabled ’
i g EIIEDEP'MED Neighbore Type Intermediate(RMirar) r
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B3 Ethernet Services
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B3 Link 0OAM
BY Diagnostics Part Source Intermediate Destination
F &l Ping 1
- [ Pings -
- [B veriPHY
|- [E Mirraring 3 -
| — IR S =N

Figure 9-5 Remote mirroring intermediate switch configuration
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Switch 3

Use the following parameters to configure Switch 3 as the destination switch
Intermediate port: 3

Note: The intermediate port needs to disable MAC table learning.
Destination port: 1

Note 1: The device supports only one destination port.

Note 2: The destination port needs to disable MAC table learning.

Mirror traffic VLAN: 200

&} MR SFM Information -
BLLDP . B . . . B
- Euoe Mirroring & Remote Mirroring Configuration
(& Meighbors
[E LLDE-WED Mode Enabled .
g ;EEIIEP'MED Neighbors Type Destination(RMirrar) v
[E Port Statistics VLAN ID 200
B3 MAC Table Reflector Port
- B2 VLANs
- B3 GVRP Source VLAN(s) Configuration
B3 GMRP
B3 PTP(1588) & SyncE Source VLANs
B3 Ethernet Services
- Ba0os Port Configuration
E3 Link OAM - —
B Diagnostics Port Source Intermediate Destination
Bl Fing 1 #
E Pingk 5
[E verPHY
Mlirrarin 3 ’
B o

Figure 9-6 Remote mirroring destination switch
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10 GVRP

Generic VLAN Registration Protocol or GVRP, IEEE 802.1Q-2005, clause 11 and IEEE 802.1D -2004, clause
12.

10.1 GVRP Port Configuration

GVRP port is showed as below.

st

e GVRP Port Configuration
B3 Ports
B3 Aggregation
B3 Redundancy ' o
B3 Security
B3 Green Ethernet
B2 iPmc 2 Disabled v
B mMvR
BaLLOP 3 Dizabled
B2 MAC Table
B3 VLANs
B GVRP

[ ciobal config

Bl Fon config

Por Mode

1 GYRP enabled -

Figure 10-1 GVRP enable

10.2 GVRP Global configuration

A small number of parameters can be configured for GVRP. These parameters are in the web config shown below.
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- ¥ System

- B2 DHCP

- E2Ports
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- X Security

- I Green Ethernet
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- B2 VLANs

- B GVRP
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- 1 GMRP
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- I Ethernet Services
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GVRP Configuration
Enable GVRP "]
Parameter Value
Join-time: 20
Leave-time: 60
LeaveAll-time: 1000
Max VLANs: 20

Figure 10-2 GVRP configuration
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11 Multiple Spanning Tree Protocol(MSTP)

11.1 Bridge Configuration

" :s:ﬁm STP Bridge Configuration

B2 Ports

| B Aggregation Basic Settings
B Redundancy
|- ¥ Loop Protection
{- I Spanning Tree Bridge Priority 128 v

I [l Bridge Settings

Protocol Version METP v

Hello Time 2
+ [E M=TI Mapping
- B MsTI Priorities Forward Delay 15
+ Bl CIST Ports Max Age >
- E MsTI Ports :
+ B Bridge Status Maximum Hop Count 20
t [E Port Status Transmit Hold Count 5
E Port Statistics
- B Ring Advanced Settings
' g Efs Edge Port BPDU Filtering
[ MEP
Bl ErFs Edge Port BPDU Guard
B2 Security Port Error Recovery
: :-::1?:“ Elernel Port Error Recovery Timeout
B MVR
- BELLDP

i~ B2 MAC Table

Figure 11-1 STP Bridge Configuration

11.2 MSTI Configuration

By default, all VLAN IDs are mapped to CIST. If the protocol type is set to MSTP, the VLAN ID can be mapped to one of
the eight spanning trees, where CIST is 1. The other seven are called MSTI1, ..., MSTI7, as shown. The MSTI
configuration also has a name and a version, as shown in the figure. All of these values must be configured on the same

switch in the network, otherwise the configuration will not take effect.
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System
- B2 DHCP
- B Ports
- B2 Aggregation
- B Redundancy
|- I Loop Protection
- I Spanning Tree
|- B Bridge Settings
[E M=TI Mapping
Bl MSTI Priarities
Bl CIST Ponts
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- B MVR
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- B MAC Table
- EAVLANs
- 2 GVRP
- B GMRP
I B2 PTP(1588) & SyncE
- 2 Ethernet Services

[ A

MSTI Configuration

Add WLANs separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration dentification

Configuration Name be-Se-c5-00-10-50
Configuration Revision 0
METI Mapping

MSTI VLANs Mapped
msn | 1015

b
msTn | 1620
MSTIE

#
MSTI4

#
MSTIS

#
MSTIB

#
METI?

Figure 11-2 MSTI configuration

11.3 MSTI Priorities

Each MSTI and CIST can be given a priority as show below.
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B3 Green Ethernet

B IPMC
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Figure 11-3  MSTI attributes

A low priority number means higher priority. A Bridge Identifier is constructed per CIST, MSTIA1,...,MSTI7, which
is the Bridge Priority, see Figure 11-3, plus the number in the figure above. This is concatenated with the MAC

address of the switch. In this way the Bridge Identifier should be unique.

A low Bridge Identifier means higher priority. A high priority means that the switch tends to be the root of the
spanning tree in favor of switched with lower priority. So if two switched has the same Bridge Priority, then by
e.g. selecting MSTI1 priority higher on the one switch than the other, and vice versa with MSTI2, the one
switch tends to be root of the one MSTI and the other switch for the other MSTI.

11.4 STP CIST port configuration

Configure port-based STPs in the Web, as shown in Figure 11-4.
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Figure 11-4 CIST port configuration

Let’s start with pointing out, that all parameters above(except Path Cost and Priority) are specific for the port
and not for CIST. Also there is a CIST Aggregation Port Configuration and a CIST Normal Port Configuration.

All the configurations done in the second case is done in the Config Interface mode.
141 Edge port

The edge port is the port that is not connected to the bridge. If auto edge is enabled, then the port determine
whether a port is an edge port by registering if BPDUs are received on that port. The admin edge determines

what the port should start as being — edge or not, until auto edge — if enabled, change it.

The final result can be seen by selecting Monitor>Spanning Tree>Bridge Status, then clicking on CIST. Then

the field Edge shows the decision.

11.42 Restricted Role and Restricted TCN

If restricted role is enabled, it causes the port not to be selected as Root Port for the CIST or any MSTI, even
if it has the best spanning tree priority vector. Such a port will be selected as an Alternate Port after the Root
Port has been selected. If set, it may cause lack of spanning tree redundancy. It can be set by a network
administrator to prevent bridges external to a core region of the network influence the spanning tree active
topology, possibly because those bridges are not under the full control of the administrator. This feature is
also known as Root Guard. If restricted TCN is enabled, it causes the port not to propagate received topology

change notifications and topology changes to other ports.
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11.43 BPDU Guard

If enabled, it causes the port to disable itself upon receiving valid BPDU's. Contrary to the similar bridge
setting, the port Edge status does not affect this setting.

1144 Point-to-point

Where the no form is equivalent to setting it to auto.

Setting the link to point-to-point, shows up in the web interface as Forced True. Setting it to shared, is shown

as Force False. Setting it to auto shows as Auto.

11.5 MSTI Port Configuration

B3 System . .
- B DHCP MSTI Port Configuration
- B Ports
t I Aggregation Select MSTI

- B Redundancy MST1 -

- 2 Loop Protection

- B Spanning Tree
Bl Bridge Settings
(& =TI Mapping
El MSTI Priorities
Bl cisT Ponts
E msTI Ports
Bl Eridge Status
[E Port Status
E Port Statistics

- B Ring

- Eleprs

= hacn

Figure 11-5 MSTI port configuration

Then select the MSTI wanted, and press get.
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B2 System

| 22 DHCP MST1 MSTI Port Configuration
- B Ports N _
BY Aggregation MET! Aggregated Ports Configuration

- B Redundancy Port Path Cost Priarity
B3 Loop Protection
{- I Spanning Tres
[E Bridge Settings
- Bl msT) Mapping

Ayt 4 128 -

METI Mormal Ports Configuration

t [E MSTI Prionties Fon Path Cost Priority
B CIST Ports . - . P
- B MSTI Ponts
- [E] Bridge Status 1 Auto v 128 v
- [E] Port Statf_ls. 2 e z e
[E Pon Statistics
- B Ring 3 Auto ¥ 128

L= R

Figure 11-6  MSTI port configuration

The <Cost> is a number in the range 1,...,200000000 or it may be auto. If set to auto, then the path cost will

be set to the value appropriate for the physical link speed, using IEEE 802.1D recommended values.

The <Priority> is a number in the range 0,...,240 and a multiple of 16. Note it is not a multiple of 16 then it will

be set to 0.

The path cost is used by STP when selecting ports. Low cost is chosen in favor of high cost. And if two ports

have the same cost, then priority is used as a tie breaker.
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12 Ethernet Ring Protection Switching(ERPS)

ERPS ID

The ID of the created Protection group, It must be an integer value between 1 and 64. The
maximum number of ERPS Protection Groups that can be created are 64. Click on the ID of an

Protection group to enter the configuration page.
Port 0
This will create a Port 0 of the switch in the ring.

Port 1

This will create "Port 1" of the switch in the Ring.

Ring Type

Type of Protecting ring. It can be either major ring or sub-ring.

Alarm
ERPS alarm
SW1
192.168.0.233
2 1
mep2 mepl
RPL owner
RPL neighbour
mepl mep2
1 2
SW2 mep2 mepl SW3
192.168.0.231 2 1 192.168.0.44

Figure 12-1 network connection topology
1. Connect Swtich 1 and Switch 2, switch 2 and Switch 3. Do not connect switch 1 and 3 to
avoid ringing.

2. Restore the default value of switch 1/2/3. Disable the DHCP client and set the correct static
IP for switch 1/2/3.

In this example, switch 1 is 192.168.0.233, switch 2 is 192.168.0.231, switch 3 is
192.168.0.44.

3. On switch 1/2/3, disable spanning tree (which is enabled in the default settings) to avoid
conflicts with ERPS.


http://192.168.0.2/help/glossary.htm

4. Enable Vlan tag awareness on switch 1/2/3. (Set the port type port C of port 1 and port 2 of

switch1/2/3).
5. ERPS

5.1 Swtich 1 RPL Owner

B3 System
- EZDHCP
- B Ports
- [E Ports Configuration
- [ state
- [E Traffic Overview
- [E QoS statistics
- [E acL status
L [E Detailed Statistics
- B3 Aggregation
- B2 Redundancy
-~ P2 Loop Praotection
- B2 Spanning Tree
- B Ring
- E EPs
- E mep
L E ErPs
- B3 Security
- I Green Ethernet
- EmIPMC
- BEEMVR
- EaLLDP
- EZMAC Table

Ethernet Ring Protection Switching

Port0 Port 1 Port0 Port 1 Interconn
Delete ID Port0 Port1 APS MEP APS MEP SF MEP SF MEP Ring Type Node

1 1 2 1 2 1 2 Major ila]

Figure 12-2 Add ERPS on switch 1

Edit ERPS (by clicking “1” under ERPS ID ERPS table)

~ B Configuration
System
|- B2 Green Ethemet
|- B Thermal Protection
B Ports
DHCP
Security
B3 Aggregation
|- EaLink OAM
|- B Loop Protection
|- B Spanning Tree
1 IPMC Profile
-E MR
B IPMC
- EaLLDP
B ers
E MEP
EERPS
- Bl MAC Table
- Bl VLANS
|- EZVLAN Translation
Bx Private VLANs
- EvCL
| EmVoice VLAN
|- BaEthemet Services
QoS
[E Mirroring
E UPnP
- BaGVRP
- Bl sFlow

m

ERPSID Port0 Port1 Port0 SFMEP Port1 SFMEP Port0APS MEP Port1 APSMEP Ring Type

1 1 2 1 2 1 2 Major Ring

Instance Configuration

Configured Guard Time WTRTime Hold Off Time Version Revertive VLAN config

500 imin [¥] 1} v2[=] = VLAM Config
RPL Configuration
RPL Role RPL Port Clear
RPL Qwner [l Port1 [7]

Instance Command

Command Port

Mone =] None [+

Instance State

Protection Port  Port Transmit Port 0 Receive Port 1 Receive WTR RPL Un-
State ] 1 APS APS APS Remaining blocked

Idie aK oK NR RB BPR1 o

ooe [ voe

Figure 12-3 Edit ERPS
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Edit protected VLANs

1 System : ’
P2 DHCP ERPS VLAN Configuration 1
- B3 Ports
|- B Parts Configuration Delete VLAN ID
[E] state 1

- B Traffic Overview
[E] QoS Statistics
- B acL Status
[E] Detailed Statistics
3 Aggregation
- I Redundancy
|- I Loop Protection
B2 Spanning Tree
B ring
E ers
& wer
E ErPs
B3 Security
- 2 Green Ethernet
B IPMC
B3 MVR

Figure 12-4 Protected VLANs

5.2 Switch 2, RPL neighbor

B3 System . . . .
B3 DHCP Ethernet Ring Protection Switching
BE Ports
[ Ports Configurat Port 0 Port 1 Port0 Port 1 Interconn  Virtual  Major
= orts Loniiguration Delete ID Port0 Port1 APS MEP APS MEP SFMEP SFMEP RingType Node  Channel RingID Alarm
State
1 1 2 1 2 1 2 Major Mo Mo 1

E Traffic Owerview
QoS Statistics
[E ool status
[E Detailed Statistics
BX Aggregation
B3 Redundancy
B2 Loop Protection

B3 Spanning Tree
E Ring
Eers
& mer
E Errs
Security
Green Ethernet
B3 IPMC
MVR
LLDP
B3 MAC Table
P\l AN

Figure 12-5 Add ERPS on switch 2
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Edit ERPS1 (by clicking “1” under ERPS ID ERPS table)

System
DHCP
BaPorts
[E Ports Configuration
[ state
[E Traffic Overview
[E QoS Statistics
B acL status
[E Detailed Statistics
B3 Aggregation
B3 Redundancy
B Loop Protection
B Spanning Tree
E Ring
Eeps
MEP
Bl ErPs
Security
Green Ethernet
IPMC
EIMVR
LLDP
B3 MAC Table
VLANs
B3 GVRP
GMRP
BIPTP(1588) & SyncE
Ethemet Services
B300S
Pl AAM

ERPS Configuration 1
Instance Data

ERPSID Port0 Port1 Port0SFMEP Port1SFMEP Port0 APS MEP Port1APSMEP Ring Type
1 1 2 1 2 it 2 Major Ring

Instance State

Protection | Port Port  Transmit Port 1 Receive RPL Un-
State 0 1 APS Port 0 Receive APS APS blocked
Protected | OK  OK SR ONFERR e ICLR i o

Instance Configuration

Configured Guard Time WTR Time Hold Off Time Version Revertive VLAN config

50 Imin » 0 W2 v WLAN Config
RPL Configuration
RPL Role RPL Port Clear
RPL_Msighbour PorD

Instance Command

Command Port

MNone i g Mone v

Figure 12-6 Edit ERPS

Edit protected VLANs

System
DHCP
B Ports

B rons Configuration

Bl state

[E Traffic Overview
Bl QoS Statistics
B acL Status

[E Detailed Statistics

B3 Aggregation
B2 Redundancy
B Loop Protection
Spanning Tree
B Ring
EErs
El mep
E ErPs
B2 Security
Green Ethernet
B2 IPMC
B3 MVR

5.3 Switch 3

ERPS VLAN Configuration 1

Delete VLAN ID

Figure 12-7 Protectd VLANs
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BY System 5 5 2 .
B3 DHCP Ethernet Ring Protection Switching

B Ports
[E] Ports Configuration Porto Port1 Port0 Port1 . Interconn  Virtual Major
[ state Delete ID Port0 Port1 APS MEP APS MEP SF MEP SF MEP Ring Type Node Channel RingID Alarm

[ Trafiic Overview 1 1 2 1 2 1 2 Majar Mo Mo 1 [ ]
[E] Qos statistics
B acL status 4 Protection Group
[E] Detailed Statistics
B3 Aggregation
X Redundancy
3 Loop Protection
B Spanning Tree
El ring
-EEerPs
- Bl mer
Elerrs
P Security
B Green Ethernet
ExIPMC
B MVR

Figure 12-8 Add ERPS on switch 3

Edit ERPS1 (by clicking “1” under ERPS ID ERPS table)
Edit protected VLANs

P2 System ) i
P2 DHCP ERPS VLAN Configuration 1
B3 Ports
& Forts Configuration Delete VLAN ID
B state Delete K

[E] Traffic Overview
[E] cos statistics
- [E] acL status
[E] Detailed Statistics
- Em Aggregation
- B2 Redundancy
- B Loop Protection
- = Spanning Tree
- E RrRing
- E EerPs
Bl mEP
El ErRFs
X Security
P31 Green Ethernet
1 IPMC
1 MVR
PFaLLDP
3 MAC Table

B 1 AR

A Mew

Figure 12-9 Protected VLANs

6. Connect switch 1 and switch 3, and check whether MEP of 3 switches are normal.

Switch 1

3 System . i "
PYDHCP Maintenance Entity Point
BxPorts
|- B Parts Configuration Delete Instance Domain Mode Direction Residence Port Level FlowInstance Tagged VID This MAC Alarm
- B state 1 Port Mep Down 1 7 4094 BC-3C-C5-00-10-11
|- [E Traffic Overview
Bl cos Statistics 2 Port  Mep  Down b 7 4084 BC-8C-C5-00-10-12

E acL status
[E Detailed Statistics
3 Aggregation
B2 Redundancy
Loop Pratection
Spanning Tree
Ering
EEers

Figure 12-10 MEP of switch 1

Switch 2
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2 System
3 DHCP
B2 Ports
I B Potts Configuration
- E State
- [ Trafiic Overvigw
|- B Qo3 Statistics
|- B acL Status
" [E Detailad Statistics
B2 Aggregation
B2 Redundancy
|- B2 Loop Protection
- B Spanning Tree
& Ring

F Fpe

Switch 3

Pa system
B3 DHCP
- BEPorts
[l Ports Configuration
- Bl state
B Traffic Overview
[E] @os Statistics
Bl acL status
[E] Detailed Statistics
B3 Aggregation
B Redundancy
| I Loop Protection
B3 Spanning Tree
B ring
Elers
- Bl Mep
ElErrs
- I security
B3 Green Ethernet
|- EmiPMe

Maintenance Entity Point

Delete

Instance Domain Mode Direction Residence Port Level
il Port Mep Dowin
2 Port Mep Down

1
2

7 4034
7 4094

Figure 12-11 MEP of switch 2

Maintenance Entity Point

Delete

Instance Domain Mode Direction Residence Port Level

1 Pot  Mep  Dawn 1

2 Port Mep Down 2

7

7

Flow Instance Tagged VID
4094

4084

Figure 12-12 MEP of switch 3
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BC-9C-C5-00-00-02

Alarm
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