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1 Production introduction

1.1 Overview

The switches offer multiple Ethernet ports and fiber ports. Stable system makes the network safer and

more reliable, built-in web server manage the network easier.

Firmware feature

Network management: Web, Telnet, Console

Switch attribute: VLAN, Qos

Redundancy protocol: ERPS,MSTP/RSTP/STP

Multicast: IGMP Snooping,static multicast,MLD Snooping
Network security: ACL

Network surveillance: SNMP v1/v2/v3,RMON

Bandwidth management: link aggregation, port speed limit
Diagnosis: mirroring, LLDP

Synchronization protocol: NTP

YV V V V VYV ¥V V VYV V

Alarm: port/power alarm.
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2 Switch access

1) Web
2) Console port
3) Telnet

If equipment IP address is unknown, connect Console to PC to get it, the default IP is 192.168.0.2.

2.1 Web access

Enter the IP address in the browser’s address bar, the login screen is displayed, then enter the user name

“admin” and default password is nothing as shown in figure 2-1 below:

Authentication Required

http://192.168.0.2 requires a username and password.

Your connection to this site is not private.

User Mame:

Password:

Log In Cancel

Figure 2-1 login screen

When you logged in to web interface, as shown in figure 2-2, it's navigation menu on the left and detailed

interface on the right.

www.dgsys.ru
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1192.168.0.2 Q*E- cl@-
—

HF Standard GigaBit Industrial Ethernet Switch
#EQ

B3 Configuration Auto-refresh m

B Monitor Port State Overview

B System
B3 Green Ethernet
(& Thermal Protection
BIPorts
B state.
|- [ Trafiic Ovenview
(B oS Statistics
B ocL Status
(B Detailed Statistics
BIDHCP l

B3 Security
B3 Aggregation
B Loop Protection
B3 Spanning Tree
BMvR
BPMC
BILLDP
[ MAC Table
BIVLANS
B sFlow
B0DVI
BubLD

B3 Diagnostics

B3 Maintenance

Figure 2-2 Web interface

2.2 Console port access

User can use hyper terminal of Windows or other softwares that support serial connection such as HTT3.3 to
access swich via Console port. The following example shows how to use hyper terminal to access the switch
via Console port:

(1) Connect the PC serial port to switch Console port via Micro USB-DB9 cable we offered.

(2) Run the hyper terminal from Windows,clickStart—All programmes— Accessories—

Communications—Hyper terminal, as shown in figure 2-3:
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8 Systen Teds D detmod Setip Wiased
3 Addvems Bock 1§ Nevr Conmadion Whzerd

%J Administrator & Cakustor o Wrenzz Netwark Setup Vikzaed
o B Connard Promee
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) Progran Campabibity Wowd

é Internet ) My Docaments

Yhamet Evplocar
P |2 My Rocent Documents
»J' Onklook Express & Set Progran Access and Defauks
W Wirdors Catog

vr-m @ o Lpdsn

B MRroat Update
e wndom: Nod S Mo

D Tour Wrdows X9 ) Genes L

ﬂ Fies and Sarnge Tr @ Sade 4
whad B nered Explrer

- avnand Promgt “ o

3 Curock Bxpeess
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€ Wirdors Nedia Py e
[ ey | [N

B ot )i oroee

‘& Rermote Destinp Conpecton
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Figure 2-3 hyper terminal

(3) Create a new connection “DG_SWITCH” as shown in figure 2-4.

". Mew Connection - Hyper Terminal Oix

Do i 0B O

Connection Description

% MNew Connection

Enter a name and choose an icon for the connection:

Mame:
'Switch ]

$BOE R

< [l

| ok || cancal |

Csconnected fugto detect fusto detect huM

Figure 2-4 new connection

(4) DG_SWITCH” choose COM1 as shown in figure 2-5.

Notes: please check device manager to confirm the corresponding COM port.
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Connect lo

% Switch

Enter details for the phone number that you want to dial

LCountry/region:

Area code:

Phone number;

Connect using: | [ME[SK

Ok ] | Cancel

Figure 2-5 COM port selection

(5) COM1 setting as shown in figure2-6, Bit/s(baud rate: 115200; Data bits: 8; Parity: None; Stop bits: 1;
Flow control: None

www.dgsys.ru
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Bits per second:

115200

Data bits:

Parity:

Stop bits:

Flow control:

l Restore Defaults J

Cancel

Apply

Figure 2-6 Serial port setting

(6) Click “OK” to enter into CLI, the default user name of serial management is “admin”,the default

password is nothing . as shown in figure2-7.
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Wrong username or password!
Press ENTER to get started

Username: admin
Password:
#

Figure 2-7 CLI

2.3 Telnet access

PC and switch IP address shall be in the same network when accessing the Telnet. Type “telnet IP address”

in the run dialogue as shown in figure 2-8

Run E| E|

- Type the name of a program, folder, document, or
. Internet resource, and Windows will open it For you,

open: ‘telnet 192.168.0.2 v‘

QK ][ Cancel Jl Browse. .. ]

Figure 2-8 Telnet access

Type user name “admin” and password is empty in Telnet interface and press <Enter> to log in Telnet CLI as

shown in figure 2-9.

10
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EIE
[ «|

llzername: admin
Password:
(

Figure 2-9 Telnet CLI

11
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3 Equipment management

3.1 Basic information

B3 Configuration
B3 System
[E] Information
Ewr System Contact
B nTP
[E] Time System Name
B Low
Green Ethernet System Location
[l Thermal Protection
B Ports
B3 DHCP
Security
Aggregation
Link OAM
Bl Loop Protection
Ba Spanning Tree
IPMC Prafile
Bl mvR
IPMC
ExLLDP
Blers
Bl wmer
Bl errs
[E] mac Table
B vians
B LAN Translation
B3 Private VLANS
WCL
‘oice VLAN
B3 Ethernet Services
B2 QoS
B wirroring

System Contact

3.1.1 System Contact

System Information Configuration

Figure 3-1 basic information

The allowed string length is 0 to 255, and the allowed content is the ASCII characters from 32 to 126.

System Name
The allowed string length is 0 to 255.

System Location

The allowed string length is 0 to 255, and the allowed content is the ASCII characters from 32 to 126.

3.2IP address change

Manage IP address can be changed as shown in figure 3-2.

12
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B8 Configuration IP Configuration

Ba System
[E] nformation
Br Mode Host Y
Enre
E Time DNS Server 0 No DNS server
[
Y Green Ethernet DNS Server 1 No DNS server
(B Thermal Protection
E Parts DNS Server 2 Mo DNS server
EaDHCP
DNS Server 3 MNo DNS server
B Security
I Aggregation DNS Proxy
B3 Link OAM

[E Loop Protestion
B Spanning Tree
B IPMC Profile

IP Interfaces

DHCPv4. Pv4 DHCPVG IPv6

PaIPMC Delete VLAN Enable  Fallback  Current Lease Address Mask Length Enable Rapid Commit Current Lease Address Mask Length

1 19246802 24

E Erps

B MAC Tanle
B vians IP Routes

X V/LAN Transiation

3 Private YVLANs Delete  Network  Mask Length  Gateway Next Hop VLAN
B

B3 voice VLAN
EaEthemet Services

Figure 3-2 IP address change

3.3 Firmware update

It is very easy to update the software,showed as the followed picture. You should click the “Browse” to find the
firmware,whose format is’ .dat’.

1 Green Ethernet

E;I;ermal Protection Software Upload
[E state
[E] Traffic Overview | M
[E] Qos Statistics
[E acL status
[E] Detailed Statistics

¥ Link OAM

P2 CHCP

¥ Security

P Aggregation

[E] Loop Protection

P Spanning Tree

P MvR

P2 IFMC

PaLLDP

P31 Ethernet Services

[E] MAC Table

P2 VLANS

[E] sFlow

P13 DDMI

[E] uDLD

13 Diagnostics
B3 Maintenance

[E] Restart Device

[E] Factory Defaults

B Software
[E] upload
[E] Image Select

P Configuration

13
www.dgsys.ru


http://www.dgsys.ru/

+7 (495) 723-81-22 | www.dgsys.ru | sales@tmc.ru
Industrial Efhernet +7 (495) 723-33-33 | Texnopaepxka 7/24

Figure 3-3 Software update
Click the upload,you will see t the followed figure 3-4.

Configuration . -
Monitor Firmware update in progress
B3 Diagnostics

B2 Maintenance

EE::E; E]Z:;?ts The system will restart after the upcate.

B3 Software Until then, do not reset or power off the device!
t [E] Upload
[E Irmage Select ( ]
Configuration

The uploaded firmware image is being transferred to flash.

Prograrmming, please walt

Figure 3-4 Firmware update in progress

14
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4 Ports Configuration

Management speed, flow control,maximum frame size and so on can be configured here as shown in figure 4-1:

B3 Configuration

Port Configuration

B3 System
I3 Green Ethernct Speed Adv Dupl Advspeed Flow Control
pee uplex speet low Control
[E] Thermal Protection Maximum  Excessive Frame
= Forts Port Link Current Configured Fdx  Hdx 10M 100M 1G Enable CurrRx Curr Tx Frame Size Collision Mode Length Check
E3DHCP " - Ve @ | e @@ 9600 - v
B3 Security
:Aggregatmm 1 1G7dx Auta v @ - “ ¥ @ X X 9600 Discard ¥
Link QAR
[E] Loop Protection : @ Down Auto v @ @ @ ¥ @ x b4 9600 Discard ¥
1 Spanning Tree
B3 IPMC Profile E) 16T Auto v @ @ - ¥ @ b4 x 9600 Discard ¥
& mvr
B Pvc + @ Do o e @ | @ @ @ X X 3600 Discard ¥
BLLDP
BEers s @ Down Auto v @ # 4 “ | x X 9600 Discard ¥
= wmep
B erps & @ Down | auo R R~ x x 8600 Discard ¥
MAC Table
EVLANS T @ own e | ®|w ¥ @ x X 3600 || Discard ¥
E3/LAN Translation : @ Do o e @ e @@ x X 8500 Discard ¥
B3 Private WLAMS
| + R s @ oDown auto v b 4 xX 9600
B3 V/oice VLA
I3 Ethernet Services 10 @ Down At v X xX 8600
Excos
& Mirroring 1 @ omm A v % x 8600
[E upnp
B GVRP
&l sFiow .

When you have any doubt,you can click the button like @ atthe top right of the web to get the help.shown in

figure 4-2.

Figure 4-1 Mode configuration

Port Configuration Help

This page displays current port configurations. Ports can also be configured here:

Port

Link

This is the logical port number for this rov.

The current link state is displayed graphically. Green indicates the link is up and red that it is down

Current Link Speed

Provides the current link speed of the port

Configured Link Speed

Selects any available link speed for the given switch port. Only speeds suppored by the specific port is shown. Possible speeds are
Disabled - Disables the switch port operation

Auto - Port auto negatiating epeed with the link partner and selects the highest speed that is cormpatible with the link partner.
10Mbps HDX - Forces the cu port in 10Nbps half duplex mode

10Mbps FDX - Forces the cu port in 10Mbps full duplex mode

100Mbps HDX - Forces the cu port in 100Mbps half duplex made

100Mbps FDX - Forces the cu port in 100Mbps full duplesx mode.

16bps FDX - Forces the port in 1Gbps full duplex

2.56bps FDX - Forces the Serdes port in 2.5Gbps full duplex mode.

SFP_Ruto AMS - Automatically determines the speed of the SFP. Mote: There is no standardized way to do SFP auto detect, so here it i done by reading the SFP rom. Due to the missing
standardized way of doing SFP auto detect some SFPs might not be detectable. The port is set in AMS mode. Cu port is set in Auto mode

100-FX - SFF port in 100-FX speed. Cu port disabled

1000-X - SFP port in 1000-X speed. Cu port disabled.

Ports in AMS mode with 1000-X speed has Cu port preferred

Ports in AMS mode with 1000-X speed has fiber port preferred.

Ports in AMS mode with 100-FX speed hag fiber port preferred

Advertise Nunlex

Figure 4-2  Help
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5VLAN

5.1 Global VLAN Configuration

add VLAN 2,3
Global VLAN Configuration

Allowed Access VLANs 1-3

Figure 5-1 add VLAN
Delete VLAN 2

Global VLAN Configuration

Allowed Access VLANS 13

Figure 5-2 delete VLAN
Show Existing VLAN

B3 Configuration Combined ¥ Aulo-refresh

B Monitor VLAN Membership Status for Combined users

P2 Systemn
Startfrom VLAN 1 with 20 entries per page BH
I3 Green Ethernet

[E] Thermal Protection

By Ports
B st MIAND 1 2 3 4 5 6 7 8 9 0 11

Port Members

[E] Trafic Overview 1 v v
[E aos statistics 3 o« |
[E] ocL status
[E] Detailed Statistics
B3 Link OAM
1 DHCP
B3 Security
B2 Aggregation
[E Loop Protection
X Spanning Tree
B MR
B PvC
BLLOP
B3 Ethernet Services
[E] mMaC Table
By VLANS
[E] Membership
[El Ports
[ sFiow
3 0DMI
[Eluoo
Ba Diagnostics
PuMaintananca 7

3 v v

Figure 5-3 show existing VLAN
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5.2 Port VLAN Configuration

5.2.1 Mode

The port mode (default is Access) determines the fundamental behavior of the port in question. A port can be in
one of three modes as described below.

Access:

Access ports are normally used to connect to end stations. Dynamic features like Voice

VLAN may add the port to more VLANSs behind the scenes. Access ports have the following characteristics:
* Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which by default is 1,

* accepts untagged frames and C-tagged frames,

« discards all frames that are not classified to the Access VLAN,

* on egress all frames are transmitted untagged.

Trunk:

Trunk ports can carry traffic on multiple VLANsS simultaneously, and are normally used to connect to other

switches. Trunk ports have the following characteristics:

By default, a trunk port is member of all existing VLANs. This may be limited by the use of Allowed VLANS,
* by default, all frames but frames classified to the Port VLAN (a.k.a. Native VLAN)

get tagged on egress. Frames classified to the Port VLAN do not get C-tagged on egress,

» egress tagging can be changed to tag all frames, in which case only tagged frames are accepted on

ingress.
Hybrid:

Hybrid ports resemble trunk ports in many ways, but adds additional port configuration features. In addition to
the characteristics described for trunk ports, hybrid ports have these abilities:

» Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or S- custom-tag aware,
* ingress filtering can be controlled,

* ingress acceptance of frames and configuration of egress tagging can be configured independently.

5.2.2 Port VLAN
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Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANSs are in the range 1 through 4095, default being
1.

On ingress, frames get classified to the Port VLAN if the port is configured as VLAN unaware, the frame is

untagged, or VLAN awareness is enabled on the port, but the frame is priority tagged (VLAN ID = 0).
On egress, frames classified to the Port VLAN do not get tagged if Egress Tagging

configuration is set to untag Port VLAN.

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native VLAN

for ports in Trunk or Hybrid mode.

5.2.3 Port Type

Ports in hybrid mode allow for changing the port type, that is, whether a frame's VLAN tag is used to classify
the frame on ingress to a particular VLAN, and if so, which TPID it reacts on. Likewise, on egress, the Port

Type determines the TPID of the tag, if a tag is required.

Unaware

On ingress, all frames, whether carrying a VLAN tag or not, get classified to the Port
VLAN, and possible tags are not removed on egress.

C-port

On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN .

embedded in the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port VLAN. If

frames must be tagged on egress, they will be tagged with a C-tag.
S-Port:

On ingress, frames with a VLAN tag with TPID = 0x8100 or O0x88A8 get
classified to the VLAN ID embedded in the tag. If a frame is untagged or priority tagged, the

frame gets classified to the Port VLAN. If frames must be tagged on egress, they will be tagged with an S-tag.
S-Custom-Port

On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the Ethertype configured for
Custom-S ports get classified to the VLAN ID embedded in the tag. If a frame is untagged or priority tagged,
the frame gets classified to the Port VLAN. If frames must be tagged on egress, they will be tagged with the

custom S-tag.
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5.2.4 Ingress Filtering

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always have ingress filtering

enabled.

If ingress filtering is enabled (checkbox is checked), frames classified to a VLAN that the port is not a

member of get discarded.

If ingress filtering is disabled, frames classified to a VLAN that the port is not a member of are accepted and
forwarded to the switch engine. However, the port will never transmit frames classified to VLANS that it is not

a member of.

5.2.5Ingress Acceptance

Hybrid ports allow for changing the type of frames that are accepted on ingress.

Tagged and Untagged

Both tagged and untagged frames are accepted.

Tagged Only

Only tagged frames are accepted on ingress. Untagged frames are discarded.
Untagged Only

Only untagged frames are accepted on ingress. Tagged frames are discarded.

5.2.6 Egress Tagging

Ports in Trunk and Hybrid mode may control the tagging of frames on egress.

Untag Port VLAN

Frames classified to the Port VLAN are transmitted untagged. Other frames are transmitted with the relevant
tag.

Tag All

All frames, whether classified to the Port VLAN or not, are transmitted with a tag.

Untag All

All frames, whether classified to the Port VLAN or not, are transmitted without a tag. This option is only availab

e for ports in Hybrid mode.
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5.2.7 Allowed VLANSs

Ports in Trunk and Hybrid mode may control which VLANs they are allowed to become members of. Access

ports can only be member of one VLAN, the Access VLAN.

The field's syntax is identical to the syntax used in the Existing VLANSs field. By default, a port may become

member of all possible VLANS, and is therefore set to 1-4095.

The field may be left empty, which means that the port will not be member of any of the existing VLANS.

5.2.8 Forbidden VLANS

A port may be configured to never be member of one or more VLANS. This is particularly useful when dynamic

VLAN protocols like MVRP and GVRP must be prevented from dynamically adding ports to VLANSs.

The trick is to mark such VLANSs as forbidden on the port in question. The syntax is identical to the syntax used
in the Existing VLANS field.

By default, the field is left blank, which means that the port may become a member of

all possible VLANSs.

5.2.9 Quick Configuration Example

Switch 1 fe—\] :L :l_
| | 1
VLAN Trunk
Switch o [ ] [ ] [ ]
1 _I 1 _I 1 _l
VLAN Trunk
[ ]
A /1

Switch 3 \ = |V e—
WLAN 1 VLAN VLAN 3

Figure 5-4 Quick Configuration Example
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L=} Ihermal Protection -
EEOHED Global VLAN Configuration
BX Security
B2 Aggregation Allowed Access VLANS 1-3

B Loop Protection

B2 Spanning Tree Ethertype for Custom S-ports ~ 88A3

B IPMC Profile
BIMvR Port VLAN Configuration
B PMC
BLLDP Port Ingress Ingress Egress Allowed
B MAC Table Port Mode VLAN Port Type Filtering Acceptance Tagging VLANs
Bl vLANS .
<> v 1 £ v i £ v <> A 1
B2 Private VLANs
BavCL 1 Access ¥ 1
B oice VLAN
B QoS 2 Access ¥ 2
& Mirroring
El uPnP 3 ACcess ¥ 3
B GYVRP
Bl sFlow 4 Trunk v Untag PortvLAN v 1-3
Eoom
EuoLD 5 | Tk *]i0 Untag PartvLan v 143
B3 Monitor
[ Access ¥ 1
BaDiagnostics
B3 Maintenance 7 Arrpss ¥ 1

Figure 5-5 Port VLAN Configuration
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6 QoS configutation

6.1 Understanding QOS

All incoming frames are classified to a QoS class, which is used in the queue system when assigning
resources, in the arbitration from ingress to egress queues and in the egress scheduler when selecting the

next frame for transmission.
Bandwidth control in the queues can be done by using Policers or Shapers.

Apart from Shapers and Policers, different scheduling mechanisms can be configured on how the different

priority queues in the QOS system are handled.

6.2 QOS Classification

There are two methods for classifying to a QoS class and for remarking priority information in the frame Basic

and Advanced classification.

6.2.1 Basic QOS Classification

Basic QoS classification enables predefined schemes for handling Priority Code Points (PCP), Drop Eligible
Indicator (DEI), and Differentiated Service Code Points (DSCP):

* QoS classification based on PCP and DEI for tagged frames. The mapping table from PCP and DEI to QoS

class is programmable per port.

* QoS classification based on DSCP values.
» DSCP Translation

* DSCP Remarking based on QOS class.

* Per Port QOS class configuration for untagged and non IP Frames.

6.2.2 Advanced QOS Classification

Advanced QoS classification uses the QCLs, which provides a flexible classification:
* Higher layer protocol fields (Layer 2 through Layer 4) for rule matching.

* Actions include mapping to QOS class and translation of PCP, DEI and DSCP values
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6.2.3 Policers

The Policers limit the bandwidth of received frames exceeding the configurable rates. Policers can be
configured at queue level or at a port level. There is also a provision to add Policers at EVC level (Not

discussed in this document).

6.2.4 Shapers

Egress traffic shaping can be achieved using bandwidth shapers. Shapers can be configured at queue level or

at a port level.

6.2.5 Scheduling Algorithm

Two types of scheduling are possible on the switch at a port level.
1. Strict Priority
2. Deficit Weighted Round Robin (DWRR)

Strict Priority
All queues follow strict priority
DWRR

Scheduling can be done based on the weights configured for each queue. But of all the

8 queues present in the QOS system, Queue 6 and 7 are always schedule using strict priority. DWRR can be
done on the Queues from 0 to 5.

6.3 QOS Classification

6.3.1 Basic QOS Classification

Port Classification

Basic QOS classification configuration can be done per port. Ingress traffic coming on each port can be
assigned to a QOS Class (CoS), PCP, DPL and DEI.
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QoS Ingress Port Classification
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QoS Ingress Port Classification

Tagged Frames classification per port

Ingress port tag classification can be done based on the PCP,DEI values received on the incoming packets.

This is done by enabling tag classification for that port.
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i Port1
E;iiﬂ;;ﬂﬁif QoS Ingress Port Tag Classification Port 1
I3 IPMC Profile
B mvr
B3 IPWC Tag Classification Disabled ¥
PILLDP
Elers (PCP, DEI) to (QoS class, DP level) Mapping
= wep
E errs
[E maC Table * @ = v = v
E vLAns
Px AN Translation 0 0 1T [
B2 Private VLANS
| + RN
B3 voice WLAN
P2 Ethernet Services
B3 Qo5 1 1 ar IR
& Port Classification
& PortFalicing 2 0 7 o
E Geue Policing
[E] PortScheduler z 1 2 v 17
E Port Shaping
[E] Port Tag Remarking 3 1 T [
& PatDscP
[E DscP-Based Qos
[E] DsCP Translation
[E] DSCF Classification
B @03 contral List 4 1
E Storm Policing

Tagged Frames Settings
PCP DEI QoS class DP level

o 1 1 P

Figure 6-2 QoS Ingress Port tag Classification

6.3.3 Tag remarking per port

Tag remarking on the egress frames frame can be done in 3 ways:

1. Classified: PCP and DEI values on the egress frames are updated with the classified values at the ingress.

By default the PCP and DEI values are set to classified values.
2. Default: PCP and DEI values on the egress frames are updated to default values defined per port.

3. Mapped: PCP and DEI values on the egress frames are updated based on the Tag remarking QoS/DPL to
PCP/DEI Mapping per port.

PCP and DEI values sent on the egress frames can be mapped to QOS class and DPL

value. This configuration can be done per port.
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MAC Tahle f
S\MNS QoS Egress Port Tag Remarking Port 2
B3 /AN Translation =
Y Private VLANS Tag Remarking Mode ‘ Default A ‘
Classified
WCL - 2
B PCP/DEI Configuration
B3 voice YLAN Mapped
P2 Ethernet Services Default PCP P
B QoS
E Port Clagsification Default DEI [
[E] Port Palicing

[E] Queue Policing
[E] Port Scheduler
[E] Port shaping
[E] Port Tag Remarking
[E] PortDscr
[E] DSCP-Based QoS
[E] pscr Transiation
[E] DsCP Classification
[E] @05 Contral List
[E] starm Palicing
[E] Mirraring
B uPnP
B GvRFP
Bl sFlow
[E oomi
EuoLo
1 Monitor
1 Diagnostics
P2 Maintenance

Figure 6-3 QoS Ingress Port Tag Remarking

Example 1:

Map QoS Class 2 and DPL 0 to PCP 3 and DEI 0, map Qos Class 3 and DPL 1 to PCP 4 and DEI 1.

|5] MAC Tahle

Bl viLans
B3 vLAN Translation

QoS Egress Port Tag Remarking Port 2

B3 Private VLANs Tag Remarking Mode Manped ¥
el i
B3 voice VLAN (QoS class, DP level) to (PCP, DEI) Mapping
nice
B3 Ethernet Services QoS class DP level pcp DEI
h o3 * * = ¥ o ¥
[E] Port Classification
& PortPalicing o o | P
B 2ueue Palicing
[E] Port Scheduler 0 1 , v , v
[E] Port Shaping
[E] Fart Tag Remarking 1 a [ o
[ Portpsce
[ oscpr-Based aas 1 1 i 1T
[E] 05CP Translation
[E] DsCP Classification 2 0 37 o
[E] @08 Contral List
[ storm Palicing 2 1 T T
g R
i
B3 GVRP g - . v .
[E] sFlow
[E oM 4 0 P nov
B voLo
I3 Monitor 9 i L 1
Diagnostics
1 Diag . 0 J. P

1 Maintenance

Figure 6-4 QoS Egress Port Tag Remarking
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634 DSCP Configuration

DSCP Configuration per port is present both on ingress and egress.

1 DSCP based QoS classification
2 Selection of Trusted DSCP values used for QoS Classification.
3. DSCP Translation: DSCP translation is done based on the DSCP Translation table.
4 Classify (For rewriting if enabled):
0 No DSCP Classification.
Classify only DSCP=0.
UClassify only selected(trusted) DSCP values based on DSCP Classification table.
Classify all DSCP.
5.  Rewrite (On Egress) :
No Egress Rewrite
Rewrite enabled without remapping
Remap DSCP with DP unaware

Remap DSCP with DP aware.

Example 2:

DSCP(Only Trusted) to QoS Class/ DPL classification at ingress on port 2.
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Figure 6-5 DSCP(Only Trusted) to QoS Class/ DPL classification
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Figure 6-6 DSCP-Based QoS Ingress Classification

Example 3:
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DSCP-Based QoS Ingress Classification

DsSCP

g (CS1)

g

Trust

Translate DSCP at ingress on port 2 and rewrite enabled on port 3.
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QoS Ingress Port Classification
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Figure 6-8 Translate DSCP at ingress on port 2 and rewrite enabled on port 3

Example 4:
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Figure 6-7 QoS based DSCP

QoS Port DSCP Configuration

Ingress
Port  Translate Classify
* a»
1 Disable
2 i Disable
3 Disahla
4 Disahle
g Dizable
i Disable
7 Disable

Classify only DSCP=0 at ingress on port 2 and rewrite enabled on port 3.
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Figure 6-8 Classify only DSCP=0 at ingress on port 2 and rewrite enabled on port 3

6.4 Advanced QOS Classification

6.41 QCLS

QoS Port DSCP Configuration
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Advanced QOS classification can be done by checking fields from Layer 2 to layer 4 and map them to

PCP/DEI, QOS Class and DSCP values.

Example 5:

Match on a particular Source  MAC on Port 2 and Map these to QoS Class 5
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Figure 6-9 Match on a particular Source  MAC on Port 2 and Map these to QoS Class 5
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6.4.2.1 Port Policers

Enable policing at port level on a particular port

Example 5:
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00-00-00-00-00-145

Action Parameters

CoS

DPL

DSCP

PCP

DEl

Policy

g

Default

Default

Default

Drefault

Enable policer on Port 2 and set the policer rate to 2000Kbps. Optionally, we can enable Flow control as well

if the policed traffic is TCP traffic for better performance.
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Figure 6-10 set the policer of the port 2 rate to 2000Kbps

6.4.2.2 Queue Policers

Example 6:

Enable Policers on Queue 2 at Port 2. Set the Policing rate to 20 Mbps.
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Figure 6-11 Enable Policers on Queue 2 at Port 2

6.5 Shapers

651 Port Shapers

Enable Shaper on Port 3 and set the shaper rate to 4000 Kbps,Enable shaping on Queue 2 and Queue 4 at
different rates on Port 3,showed as the figure 6-12.
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| + ReR
B voice WLAN
B3 Ethernet Services ST BCIISTERET
| - ekl Enable Rate Unit Excess Enable Rate Unit
[E] Port Classification
arp(s
[E] Port Palicing ]O
E GQueue Policing
[E] Port Scheduler Qﬁl‘@
[E] Port Shaping
[E] Port Tag Remarking EI_,@
[E PortoscP s
[E] pscP-Based QoS T
[E] DsCP Translation EI'.@ 2000 R
"
[E] DSCP Classification o kbos RO
[E) ©os control List 03]-(3) c ¢ 4000 kaps ¥
[E] storm Palicing T
[E Mirraring :‘QZ @
Bl uprr 7 500 ooz
B GvRFP
B sFlow EI'{S)
E oom
EluoLo a-(3) \

Figure 6-12 shapers port 3
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6.6 Schedulers

6.6.1 DWRR

Example7:

Set the scheduling mode to DWRR on Port 3 with the below weights Queue0- 40, Queuel-40, Queue2-20,
Queue3-20, Queue4-20 and Queue5-20,showed as the figure 6-13.

=] LUUP FruteLLuri
P Spanning Tree

B IPMC Profi Scheduler Mode 6 Clueues Weighted -
rarie
B mvr
[ + Jlaltile:
BaLLOP Queue Shaper Queue Scheduler
EEers Enable Rate Unit Exc Weight Percent
= mep :l" I
[E ERPS
[E maC Table

& vLaNs E"@
Py /LAN Translation

P Private VLANS 05]-()

Pl 20 13% s
B3 V/oice VLAN -0 ;
1 Ethernet Services 20 13% | _@_
| - eIk D
- O c

[E Port Classification 20 gl W T

[E] Port Palicing R I

[E Gueue Palicing E"@ R

[E Port Scheduler 20 J15%

[E Port Shaping E—@

[E] Part Tag Remarking 40 25%

[E] Part DsSCP E"@

[E pscr-Based Gos

IEl morn Teamelatimem

40 | 25%

figure 6-13 DWRR on port 3
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7 LACP

LACP is an IEEE 802.3ad standard protocol. The Link Aggregation Control Protocol, allows bundling several

physical ports together to form a single logical port.

7.1 Port based Configuration

Enable/Disable LACP

Control whether LACP is enabled on this switch port. LACP will form an aggregation when 2 or more ports are

connected to the same partner with LACP enabled. Default value is disabled.

LACP Enabled Configuration

B3 Configuration

B 5ystem LACP Port Configuration

B8 Gre=n Ethemet
[E Themal Protecton Part LACP Enabled ey Rals Timesut Pris

ml"ulls
B CHOF
B Securty 1 Auin - Arve * Fast *| | 332768
B ~ggregation
2 . Arssm .
[E) Static E L aunn v Arte v ast v AITER
BLace
B Link Cam
[ Lo Proteetion 4 PPep—
B Spannireg Tree
I IFrdC Frofie | fao Acove v || Fast v | 37768
= i
EnIFric E A0 ™ Al 7 Fas = e ]

- JEEES
7 & " T Fast " TS
mErs ] Arzye ast 32753

Figure 7-1 LACP enable on port 2

711 Configuring LACP Key

The Key value incurred by the port, range 1-65535 . The Auto setting will set the key as appropriate by the
physical link speed, 10Mb = 1, 100Mb = 2, 1Gb = 3. Using the Specific setting, a user-defined value can be
entered. Ports with the same Key value can participate in the same aggregation group, while ports with

different keys cannot. Default value is auto.

Example 8: Set LACP key to 4 on the port 2
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B Configuration

B3 System LACP Port Configuration
B Green Ethernet
[E Thermal Protection Port LACP Enabled Key Role Timeout Prio
[ Ports @ <> v <> v EE 32768
3 CHCR
X Security 1 Auto v Active T Fast v 32768
B Aogregation
! 2 Specific 4 Active ¥ Fast v 32768

[E] static

B Lace
B3 Link OAM 3 Auto v Artive v Fast v 32768
Bl Loop Protection 4 Autn v Active v Fast v 32768
¥ Spanning Tree
Y PMC Praofile & Aiitn v Artiva ¥ Fast ¥ a97ER

Figure 7-2 Set LACP key to 4 on the port 2

712 Configuring LACP Role

The Role shows the LACP activity status. The Active will transmit LACP packets each second, while Passive

will wait for a LACP packet from a partner (speak if spoken to). Default value is active.

713 Configuring LACP Timeout

The Timeout controls the period between BPDU transmissions. Fast will transmit LACP packets each second,

while Slow will wait for 30 seconds before sending a LACP packet. Default value is fast.

714 Configuring LACP Priority

The Priority controls the priority of the port. If the LACP partner wants to form a larger group than is supported
by this device then this parameter will control which ports will be active and which ports will be in a backup role.

Lower number means greater priority. Default value is 32768.
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8 MAC address table

Switching of frames is based upon the DMAC address contained in the frame. The switch builds up a table that
maps MAC addresses to switch ports for knowing which ports the frames should go to (based upon the DMAC
address in the frame). This table contains both static and dynamic entries. The static entries are configured by
the network administrator if the administrator wants to do a fixed mapping between the DMAC address and

switch ports.

The frames also contain a MAC address (SMAC address), which shows the MAC address of the equipment
sending the frame. The SMAC address is used by the switch to automatically update the MAC table with these
dynamic MAC addresses. Dynamic entries are removed from the MAC table if no frame with the

corresponding SMAC address has been seen after a configurable age time.

8.1 Set MAC address table aging time

By default, dynamic entries are removed from the MAC table after 300 seconds. This removal is called aging.
Example 9: change aging time to 200 seconds.
B Configuration

B3 System MAC Address Table Configuration

P2 Green Ethernet

[E Thermal Pratection Aging Configuration

& Ports ) o

Py DHCP Disable Automatic Aging

SECUrty Aging Time | 200 | seconds
P Aggregation .

P Link OAM MAC Table Learning

[E] Loop Protection
P Spanning Tree
B2 IPMC Profile

E] mvr

B IFMC

PaLLDFP

[E] EPS

[E] wEP

[El ERPS

[E] MAC Table

[E] wiLans

P /LAN Translation
Private vLANS

| + Ry

B3 voice LA
Ethernet Services
| + Lok

Port Members
1 2 3 4 5 6 7 8 9 10 11

Auto | ® ® @® ® = ® (& = ® (& e
Disable

Secure

Static MAC Table Configuration

Port Members

Delete VLANID MAC Address 123456783910 11

Add Mew Static Entry
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Figure 8-1 Change aging time to 200 seconds

8.2 Add static MAC address entry into MAC address table

Example10: Add static MAC address: 00:00:00:00:00:0f in VLAN 2 on port 3.

B3 Green Ethernet
[E] Thermal Protection
[E Parts

I3 DHCF

P2 Security

B3 Aggregation

B3 Link OAM

[E] Loop Protection
B2 Spanning Tree
B3 [PMC Profile

B mvr

B3 PMC

BaLLDF

E EPs

E wer

E ERPS

B MAC Tahle

B viLans

3 vLAN Transiation
B3 Private W0LANS
BxCL

B3 voice VLAN

B3 Ethernet Services

Aging Configuration
Disable Automatic Aging
Aging Time seconds

MAC Table Learning

Port Members

200

1 2 3 4 5 6 7 8 9 10 11
Auto - - . . - - - . . - -

Disable

Secure
Static MAC Table Configuration

Port Members
Delete VLAN ID MAC Address 1.2 3 4 5 6 7 8 9 1011
2 00-00-00-00-00-0F v

Figure 8-2 Add static MAC address in VLAN 2 on port 3

8.3

P2 Configuration
B Monitor
1 System
¥ Green Ethernet
[E Thermal Protection
B3 Forts
B3 Link OAM
B3 CHCP
B2 Security
P Aggregation
[E] Loop Pratection
B2 Spanning Tree
| + L
B2 IPWC
BaLLOP
¥ Ethernet Services
Bl maC Tahle
Y LANS
[E] sFlow
| + Iulnly]
E uoLo
3 Diagnostics

[ S R

Show MAC address table

Auto-refresh

MAC Address Table

Start from YLAN 1 and MAC address 00-00-00-00-00-00 with - 20 ENtries ger page.

Port Members

Type VLAN MAC Address CPU 1 2 3 4 5 6 7 8 9 10 11
Static 1 00-01-C1-00-00-00

Static 1 [33-33-00-00-00-01 o o + v o + v v v &
Static 1 33-33-00-00-00-02 o o + o « o & &
Static 1 33-FI-FF-00-00-00 «Ff o o of of o o o o o &
Crynamic 1 4C-72-B5-FD-92-D7 v

Static 2 00-00-00-00-00-0F v
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Figure 8-3 Show MAC address table
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9 Mirroring & Remote Mirroring

9.1 Mirroring (Local)

For debugging network problems or monitoring network traffic, the switch system can be configured to

mirror frames from multiple ports to a mirror port.
9.1 Type

Mirror

Configure the switch to local mirror mode. The source port(s) and destination port are located on the

same switch.

Source

Configure the switch as a source node for monitor flow. The source port(s), reflector port and

intermediate port(s) are located on this switch.

Intermediate

Configure the switch as a forwarding node for monitor flow and the switch is an option node. The object is
to forward traffic from source switch to destination switch. The intermediate ports are located on this

switch.

Destination

Configure the switch as an end node for monitor flow. The destination port(s) and intermediate port(s) are

located on this switch.

9.2 VLAN ID

The VLAN ID points out where the monitor packet will copy to. It's recommend to be

separated from the VLAN of normal data traffic.
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9.1.3 Reflector Port

The reflector port is a method to redirect he traffic to Remote Mirroring VLAN. The reflector port will stop

working as a normal port if it's configured as a reflector port.

Note: The reflector port needs to select only on Source switch type. Note2: The reflector port needs to

disable MAC Table learning and STP. Note3: The reflector port only supports on pure copper ports.

9.1.4 Source VLAN(s) Configuration

The switch can support VLAN-based Mirroring.

Note: The Mirroring session shall have either ports or VLANSs as sources, but not both.

9.5 Remote Mirroring Port Configuration

Source
Disabled

Neither frames transmitted nor frames received are mirrored.

Both
Frames received and frames transmitted are mirrored on the

Intermediate/Destination port.

Rx only

Frames received on this port are mirrored on the Intermediate/Destination port. Frames transmitted are

not mirrored.

Tx only
Frames transmitted on this port are mirrored on the

Intermediate/Destination port. Frames received are not mirrored.

Intermediate

For Remote Mirroring only, the intermediate port is a switched port to connect to other switch.
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Note2: The destination port needs to disable MAC Table learning.

reflector port. All monitor traffic is blocked on reflector port

All recommended settings are described in the below table.

Note: The intermediate port needs to disable MAC Table learning. Destination

Notel: On mirror mode, the device only supports one destination port.

9.1.6 Configuration Guideline for All Features

The destination port is a switched port that you receive a copy of traffic from the source port.

When the switch is running on Remote Mirroring mode, the administrator needs to check whether or not

other features are enabled or disabled. For example, the administrator cannot enable the MSTP on

Impact source port [reflector intermediate (destination Remote Mirroring
port port port
arp_inspection High * *
disabled disabled
acl Critical * * *
disabled disabled disabled
dhcp_relay High * *
disabled disabled
dhcp_snooping High * *
disabled disabled
ip_source_guard Critical * * *
disabled disabled disabled
ipmc/igmpsnp Critical un-conflict
ipmc/mlidsnp Critical un-conflict
lacp Low o]
disabled
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lldp Low o disabled
mac learning Critical * * *
disabled disabled disabled
mstp Critical * disabled o]
disabled
mvr Critical un-conflict
* * *
nas Critical authorized authorized authorized
psec Critical * * *
disabled disabled disabled
gos Critical * * *
unlimited unlimited unlimited
upnp Low o]
disabled
mac-based vlan Critical * *
disabled disabled
protocol-based
vian Critical * *
disabled disabled
vlan_translation Critical * * *
disabled disabled disabled
voice_vlan Critical * *
disabled disabled
Note:
* .- must
0 -- optional

Impact: Critical/High/Low Critical 5 packets->0 packets
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High 5 packets -> 4 packets

Low 5 packets -> 6 packets

9..7Mirror the traffic of Port X to PortY

Examplel1l: Mirror Traffic of Port 1 to Port 6

B3 Aggregation Mirroring & Remote Mirroring Configuration
B3 Link OAM

[E] Loap Protection -
I3 Spanning Tree Mode Enahled

IEIIP‘I;:-IAE Profile Type ior .
B3 IPMC VLAN ID

PaLLOP

B ers Reflector Port

g r::gs Source VLAN(s) Configuration

[E] mAC Table Source VLANS

B vLans

P2 /AN Translation

Pa Private VLANS Port Configuration

[+ Ko Port Source Intermediate Destination
WOICE WLAN

B ) 1 Both v

¥ Ethernet Services

B3 Q05 2 Disabled v

[E] mirraring

& upne 3 Disahled v

1 GvRP

E) sFlow 4 Disabled v

[E] oomi

El UDLD ] Disabled
B2 Monitor g Disabled v v
I Diagnostics
P2 Maintenance 7 Disabled

Figure 9-1 Mirror Traffic of Port 1 to Port 6

9.1.8 Mirror the traffic of VLAN N to Port Y

Example 12 : Mirror Traffic of VLAN 123 to Port 6
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Il SECUMNTY
B3 Aggregation Mirroring & Remote Mirroring Configuration
B3 Link OAM

[E] Loop Protection

¥ Spanning Tree Mode Enanled '

2 IPMC Profile Type Mirrar -

El mvR

[+ QI VLAN ID

B3LLOP Reflector Port

El EPS

(] meP Source VLAN(s) Confi i
guration

E ErPs

El MAC Tahble Source VLANs 123

B wLaks

Py LAN Translation .

Py Private VLANS Port Configuration

PxCL Port Source Intermediate Destination

P “/oice wLAN 1

11 Ethernet Services

H Clos )

[E] Mirraring

E urPnP 3

I GvRP

Figure 9-2 Mirror Traffic of VLAN 123 to Port 6

9.2 Remote Mirroring

Remote Mirroring is an extend function of Mirroring. It can extend the destination port in other switch. 50

the administrator can analyze the network traffic on the other switches.

Example 13:

Ll Port 4 port 3 Port 4 Port4 Port 1

M — Cyrit~l 2 — WLL

User Administrator
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Configure Switch 1 as Source Switch with the following parameters

source port: 1

Mirror mode: both,frames received and frames transmitted are mirrored.

Intermediate p

ort: 4

Note: The intermediate port needs to disable MAC Table learning.

O O O

Reflector port: 2

Notel: The reflector port needs to select only on Source switch type.

Note2: The reflector port needs to disable MAC Table learning and STP.

Note3: The reflector port only supports on pure copper ports.

VLAN for mirrored traffic: 200

P Aggregation

B3 Link 04

[E] Loop Protection
P Spanning Tree
B2 IPMC Profile

E] mvr

B IFMC

PaLLDFP

[E] EPS

[E] wEP

[El ERPS

[E] mAC Table

[E] wiLans

B3 vLAN Translation
Private vLANS
| + Ry

B3 voice WLAN
Ethernet Services
| + Lok

[E Mirroring

[E] uPnP

R GYRP

[E sFlow

[E] DOMI

Mirroring & Remote Mirroring Configuration

Mode Enabled v
Type Source(RMirror) v
VLAN ID 200

Reflector Port Port 2 v

Source VLAN(s) Configuration

Source VLANsS

Port Configuration

Port Source Intermediate Destination
1 Both ¥
2 Disabled -
a Disabled -
4 Disabled v v

Figure 9-3 Remote Mirroring - Source Switch

Switch 2

Configure Switch 2 as Intermediate Switch with the following parameters

Intermediate port: 3 and 4
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Note: The intermediate port needs to disable MAC Table learning.

O VLAN for mirrored traffic: 200
1 SEecurity

P2 Aggregation Mirroring & Remote Mirroring Configuration
3 Link OAM

[E] Loop Protection

Mod
1 Spanning Tree ode Enabled v
EE‘E rene Type Intermediate(RMirrar) v
B2 PMC VLAN ID 500
E;DSP Reflector Port
& mer )
5 erPs Source VLAN(s) Configuration
B MAC Table Source VLANS
[E vLans

P2 /AN Translation
P2 Private YLANS
[+ Qo Port Source Intermediate Destination
Y v/oice WLAN

P2 Ethernet Services

u Q05 7

[E] Mirraring

[E] uPnP 3 v

B GvRP

Bl sFlow 4 =

[E oomi
[El voLD

Port Configuration

1

Figure 9-4 remote mirroring intermediate switch configuration Switch 3

Configure Switch 3 as Destination Switch with the following parameters.
OlIntermediate port: 4

Note: The intermediate port needs to disable MAC Table learning.
(Destination port: 1

O Notel: The device only supports one destination port.

O Note2: The destination port needs to disable MAC Table learning.

0 VLAN for mirrored traffic: 200
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1 Agoregation

B3 Link OAM

[El Loop Protection
1 Spanning Tree
P IFMC Praofile

B mvr

[+ Qi

PaLLOF

El EPs
E weP

El ErFS

E wac Tanle

E] wLans

3 vLAN Translation
Y Private wLANS

[+ R

Py oice WLAN

B3 Ethernet Services
|+ [OLE

& mirroring

E] UPnP

|+ eyl

& sFiow

Figure 9-4
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Mirroring & Remote Mirroring Configuration

Mode Enabled v
Type Destination{RMirror) A
VLAN ID 200

Reflector Port

Source VLAN(s) Configuration

Source VLANs

Port Configuration

Port Source Intermediate  Destination
1 v
2
3
4 v

remote mirroring destination switch
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10 GVRP

Generic VLAN registration protocol, or GVRP for short is specified in IEEE 802.1Q-
2005, clause 11 and IEEE 802.1D.2004, clause 12.

10.1 GVRP Port Configuration

GVRP is turned on, showed as below.

X Link UAM
[E] Loop Protection GVRP Port Configuration
1 Spanning Tree
B IPMC Profile Port Mode
E mvr
B IFMC = '
BxLLDP 1 EVEP enabled ¥
El Ers
& mer 2 Disabled v
[E] ERPs
E mac Tahle 3 Disabled v
B wLANS
¥ /LA Translation 4 Disahled M
I3 Frivate WLAMS . Disabled .
isahle
[+ RSN
B /oice VLAN 5 Disahled v
1 Ethernet Services
[+ [luls] 7 Cisahled r
[E] Mirroring
B uPnP g Disahled ¥
B GYRFP
i L

[E] Global config J Disahled

[El Port config 10 Disabled v
B sF1ow

Figure 10-1 GVRP enable
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10.2 GVRP Global configuration

A small number of parameters can be configured for GVRP. These parameters are in the web config shown below.

By Link OAnd

[ Loop Protection GVRP Configuration
1 Spanning Tree

1 IPMC Profile Y Enable GVREP

B MvR Parameter value
Bx IFMC

Py LL0OF Join-time: 20

El EPs Leave-time: 60

E] wEFR

B eres LeaveAll-time: 1000
E mAC Tahle Max VLANs: 20

B wLans

I vLAN Translation
Py Private wLANS
[+ RO
I voice WLAN
B3 Ethernet Services
B3 CoS
[E] mirraring
[E] uPnP
M GYREP
[E] Glohal config
[E] Port conrig

—

Figure 10-1 GVRP configuration
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11 Multiple Spanning Tree Protocol(MSTP)

11.1 Bridge settings

X Configuration . . .
B3 Systern STP Bridge Configuration
Green Ethernet

[E] Thermal Protection Basic Seftings

[E] Forts
Protocol Version v

DHEP MSTP
B3 Security Bridge Priority 297F8 v
B3 Aggregation
Lintk 1AM Hello Time 2
[E] Loop Pratection Forward Delay 15
B3 Spanning Tree Max A

[E] EBridye Settings axge 20

[E] MSTI Mapping Maximum Hop Count 20

[E] MSTI Priorities Transmit Hold Count B

[E CIsT Parts

[E MsTI Parts Advanced Settings
IPMC Profile
E mvr Edge Port BPDU Filtering
P Edge Port BPDU Guard
LLOP
B Ers Port Error Recovery
[E] mEP Port Error Recovery Timeout
[El ERPS
[E] MAC Tahle
B vians

B il ARl Tranclatinm

Figure 11-1 STP Bridge Configuration

11.2 MSTI Configuration

By default, all VLAN Ids are mapped to the CISTZ. If the protocol version is set to MSTP, then a VLAN ID can be mapped
to one out of 8 spanning trees, where of CIST is one. The 7 others are called MSTI1,..., MSTI7 as shown in Figure . A

MSTI configuration does also have a name and a revision as the figure shows.

All these valuse has to be configures identical on the switched in the network. Othervise the configuration will

not take effect.
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BX Configuration -
System Add WLANS separated by spaces or comma.

Green Ethernet

) Unmapped VLANs are mapped to the CIST. (The default bridge instance).
B Thermal Protection

[E Ports Configuration Identification
DHCP
B3 Security Configuration Name 00-01-c1-00-00-00
B2 Agoregation Configuration Revision 0
Link &AM
[E] Loop Protection MSTI Mapping
B3 Spanning Tree
[E Bridge Settings MSTI VLANs Mapped
[E] MSTI Mapping MeT 10418
[E] MSTI Pricrities
[E cIST Ports MeTy | 18-20
[E] MSTI Ports
IPWC Profile
MVR MSTIS
IPMC
LLDF WMSTId
Bl EPS
E MEP MWSTIS
E ErPs
[E] MAC Table MSTIG
B vians
B vLAN Translation MSTIT
Private WLANS

Figure 11-2 MSTI Configuration

11.3 MSTI Priorities

Each MSTI and CIST can be given a priority as show below.
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B3 Configuration i .
System MSTI Configuration

Green Ethernet

E] Thermal Protection MSTI Priarity Configuration

[E] Ports MSTI Priority
DHCP
PR Security == M
B3 Aggregation clsT 40960
Link QA _
[E] Loop Protection MSTI1 29760 v
B2 Spanning Tree
[2] Bridge Settings MSTIZ 32768 v
[E] MSTI Mapping
[E MSTI Priorities MSTIS az7ea v
[E] 15T Ports
MSTH 32768 v
[E] mMsT Ports
IPMC Profile MSTIS 37760
El mvr
IPMC MSTIE 32765 v
LLDP
B crs MSTIT 32768 v
=1 harm

Figure 11-3  MSTI priorities

A low priority number means higher priority.

A Bridge Identifier is constructed per CIST, MSTI1,...,MSTI7, which is the Bridge Priority, see Figure 3,
plus the number in the figure above. This is concatenated with the MAC address of the switch. In this way

the Bridge Identifier should be unique.

A low Bridge Identifier means higher priority. A high priority means that the switch tends to be the root of the
spanning tree in favor of switched with lower priority. So if two switched has the same Bridge Priority, then by
e.g. selecting MSTI1 priority higher on the one switch than the other, and vice versa with MSTI2, the one
switch tends to be root of the one MSTI and the other switch for the other MSTI.
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11.4 STP CIST port configuration

Configurations concerning STP on a port basis is configured in the web , as shown in Figure 6.

B e orion STP CIST Port Configuration
Green Ethernet

B Thermal Protectian CIST Aggregated Port Configuration

[El Ports T Restricted Point-to-
DHCP Port Enabled Path Cost Priority  Admin Edge  Auto Edge Role TCN BPDU Guard point
B Security
B2 Aggregation - '3 Auto v 128 -~ Mon-Edge td Forced True
Link QAR
CIST Mormal Port Configuration
[E Loop Protection
B2 Spanning Tree .
Restricted n
[E Bridge Settings STP Point-to-
o nable ath Cosf riori min Edge uto Edge Role uar poin
& MSTI Mapping Port Enabled Path Cost Priority Admin Ed, Auto Ed Role TCN BPDU Guard int
[E MSTI Priorities * v <> v < v < v e <>
[E CIST Ports -
[E M3TI Parts 1 v Specific v | 12345 | 128 Non-Edge ¥ ! Auto
B3 IPMC Profile
2 v Auto A 128« Mon-Edge * o Auto
=
:i“g‘; 3 sug v 128 v NonEdge v v £utg
BEers 4 v Autg v 128 v MorEdge v & Auto
[E meP
Bl ERFPs 5 v Autn M 128~ Mor-Edge * ” Auta
[E] MAC Table
] t3 Auto v 128 + Mon-Edge td Auto
B viLans
\D’LA'\{T:j”ASh‘ft‘D” 7 ® Aute v 128 » | Non-Edge * @ Auto

Figure 11-4 CIST port configuration

Let’s start with pointing out, that all parameters above, except Path Cost and Priority, are specific for the port
and not for CIST. But all the other parameters cannot, because they apply to the port. e g spanning tree is
disabled (as it is for port 3), then this goes for the CIST and all the MSTIs.

Also there is a CIST Aggregation Port Configuration and a CIST Normal Port Configuration. All the

configurations done in the second case is done in the Config Interface mode

1141 Admin Edge and Auto Edge

These two values control how a port is declared to be an edge port or not. An edge port, is a port which is not

connected to a bridge.

If auto edge is enabled, then the port determine whether a port is an edge port by registering if BPDUs are
received on that port. The admin edge determines what the port should start as being — edge or not, until auto

edge — if enabled, change it.
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The decision can be seen by selecting Monitor>Spanning Tree>Bridge Status, then clicking on CIST. Then

the field Edge shows the decision.

1142 Restricted Role and Restricted TCN

If restricted role is enabled, it causes the port not to be selected as Root Port for the CIST or any MSTI, even
if it has the best spanning tree priority vector. Such a port will be selected as an Alternate Port after the Root
Port has been selected. If set, it can cause lack of spanning tree connectivity. It can be set by a network
administrator to prevent bridges external to a core region of the network influence the spanning tree active
topology, possibly because those bridges are not under the full control of the administrator. This feature is

also known as Root Guard.

If restricted TCN is enabled, it causes the port not to propagate received topology change natifications and
topology changes to other ports. If set it can cause temporary loss of connectivity after changes in a spanning
tree's active topology as a result of persistently incorrect learned station location information. It is set by a
network administrator to prevent bridges external to a core region of the network, causing address flushing in
that region, possibly because those bridges are not under the full control of the administrator or the physical

link state of the attached LANSs transits frequently.

1143 BPDU Guard

If enabled, causes the port to disable itself upon receiving valid BPDU's. Contrary to the similar bridge setting,
the port Edge status does not affect this setting.

1144 Point-to-point

Where the no form is equivalent to setting it to auto.

Setting the link to point-to-point, shows up in the web gui as Forced True. Setting it to shared, is shown as

Force False. Setting it to auto shows as Auto.
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11.5 MSTI Ports

Configuration
P MSTI Port Configuration
Green Ethernet
[E] Thermal Protection
[=] Ports MST1 v [RE
OHCF
B3 Security
B2 Aggregation
Link; CAM
[E] Loop Protection
B2 Spanning Tree
[E] Bridge Settings
[E] MSTI Mapping
[E] MSTI Priarities
[E CIST Parts
[E] MSTI Parts
IPMC Profile

Select MSTI

Figure 11-4 MSTI Port configuration

Then select the MSTI wanted, and press get.
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B3 Configuration MST1 MSTI Port Configuration
System
Green Ethernet MSTI Aggregated Ports Configuration
[E] Thermal Protection
El Parts Port Path Cost Priority
DHCP - Autn v 128 v
Y Security ——
Agoregation MSTI Mormal Ports Configuration
Link QAR
[E] Loop Protection Port Path Cost Priority
B2 Spanning Tree * o v en
[E] Bridge Settings
[E] MSTI Mapping 1 Auto v 128
[E] MSTI Priorities
[E] MsTI Ports
3 ALt v 128 -«
IPMC Profile -
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IPMC
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B EPs
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[E MAC Table 7 Alto 128
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WY0LAR Translation
BY Frivate WV0LANS q Auto v 178 =«

Figure 11-5 MSTI port configuration

As for the other parameters, they are the same as in the CIST case, but we repeat them here anyway:

The <Cost> is a number in the range 1,...,200000000 or it may be auto. If set to auto, then the path cost will

be set to some value appropriate for the physical link speed, using IEEE 802.1D recommended values.
The <Priority> is a number in the range 0,...,240 and a multiple of 16. Note that is it
is not a multiple of 16 then it will be set to 0.

The path cost is used by STP when selecting ports. Low cost is chosen in favor of high cost. And if two ports

have the same cost, then priority is used as a tie breaker.
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12 Ethernet Ring Protection Switching(ERPS)

ERPS ID

The ID of the created Protection group, It must be an integer value between 1 and 64. The maximum number of
ERPS Protection Groups that can be created are 64. Click on the ID of an Protection group to enter the

configuration page.

Port 0

This will create a Port 0 of the switch in the ring.
Port 1

This will create "Port 1" of the switch in the Ring. As interconnected sub-ring will have only one ring port, "Port 1"
is configured as "0" for interconnected sub-ring. "0" in this field indicates that no "Port 1" is associated with this

instance.

Port 0 SF MEP

The Port 0 Signal Fail reporting MEP.

Port 1 SF MEP

The Port 1 Signal Fail reporting MEP. As only one SF MEP is associated with interconnected sub-ring without
virtual channel, it is configured as "0" for such ring instances. "0" in this field indicates that no Port 1 SF MEP is

associated with this instance.

Port 0 APS MEP
The Port 0 APS PDU handling MEP.
Port 1 APS MEP

The Port 1 APS PDU handling MEP. As only one APS MEP is associated with interconnected sub-ring without
virtual channel, it is configured as "0" for such ring instances. "0" in this field indicates that no Port 1 APS MEP is

associated with this instance.

Ring Type

Type of Protecting ring. It can be either major ring or sub-ring.

Interconnected Node

Interconnected Node indicates that the ring instance is interconnected. Click on the checkbox to configure this.
"Yes" indicates it is an interconnected node for this instance. "No" indicates that the configured instance is not

interconnected.
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Virtual Channel

Sub-rings can either have virtual channel or not on the interconnected node. This is configured using "Virtual
Channel" checkbox. "Yes" indicates it is a sub-ring with virtual channel. "No" indicates, sub-ring doesn't have
virtual channel.

Major Ring ID

Major rina arnnin 1D far the intercnnneacted ciith-rina It i 11ced tn cAnd tnnnlnnv channe 1Indatec nn major ring_ If

ring
Alari |:| Swiiteb 1 MNormal itk 3

MEF1 EPE

I I I I

Ther A

MEP2 EPG

] |
z F‘% 2

1

Pt

MEPZ —MEP4

Switch 2

SW1
192.168.0.2
2 1
mep2 mepl
RPL owner
RPL neighbour
mep3 mep5
p 1 1 p
SW2 mep4 mep6 SW3
192.168.0.3 2 2 192.168.0.4

Figure 12-1 network topology model

Configure by Web

1. Connect Swtich 1 and Switch 2, Switch 1 and Switch3. Don’t connect Switch 2 and Switch

3 to avoid loop first. Web client is connected to Switch 1.

2. Restore default on Switch 1/2/3. Disable DHCP client, set proper static IP for Switch 1/2/3.

In this example, switch 1 is 192.168.0.2, switch 2 is 192.168.0.3, switch 3 is 192.168.0.4

3. On Switch 1/2/3, disable Spanning Tree (It's enabled in default setting) to avoid confliction with ERPS.

4. Enable Vlan tag aware on Switch 1/2/3. (Set Port Type to C-Port on Port 1 and Port 2 of three switches).
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- B3 Green Ethemet
B Thermal Protection - .
| @ Ports Instance Configuration
- BIDHCP
[ Secuvihf Configured Guard Time WTRTime Hold Off Time Version Revertive VLAN config
- B3 Aggregation B 1min [7] 0 2= VLAN Config
- Ba Link OAM
- B Loop Protection . -
| 3 Spanning Tree RPL Configuration
- B IPMC Profile
FEMVR L RPL Role RPL Port Clear
-BaIPMC I
- EaLLDP RPL Owner Porti[¥] )
-Blers
- Bl MEP
| S Instance Command
|| ETMAC Tabie Command Port
-ElvLANs
- B2 VLAN Translation None = None[=]
- B3 Private VLANs
- EaveL
| 3 Voice VLAN Instance State
| B3 Ethemnet Services
Protection Port Port Transmit Port 0 Receive Port 1 Receive WIR RPL Un- No APS Port 0 Block: Port 1 Block. FOP
FB1QoS e State o 1 APS APS APS Remaining blocked Received Status Status Alarm
| & Mirroring
L B uPnP Idie OK | OK | NRRBBPR1 L} Unblocked Blocked
- BGVRP
- Bl sFlow

Edit Protected VLAN
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By gaton ERPS VLAN Configuration 1

Ba Green Ethemnet
[ Thermal Protection

@7 '

BaDHCP
B o (==

Add New E; Back
B3 Aggregation —E

[E Loop Pretection

B3 Spanning Tree

B3 IPMC Profile

B mvr

B IPMC

BaLLDP

Eers

& mep

E ErPs

[E MAC Tabls

B vLans

B3 VLAN Translation

Private VLANS

B VL

Voice WLAN

Ethemet Semvices

QoS

[E Mirroring

B uprp

GVRP

[ sFiow

B oom

Buoo
Moniter
Diagnostics
Maintenance

Delete VLAN D

m

*After Save, remember to connect Switch 2 and Switch 3. Because RPL will be disconnected,

S0 you won’t be able to access switch 2 from Switch 1 (Web Client is connected to Switch 1)

Check MEP table on Switch 1/2/3. Alarm should keep green.

o
B Configuration
System
B2 Green Ethernet

Maintenance Entity Point

. Delete Instance Domain Mode Direction Residence Port Level FlowInstance Tagged VID This MAC Alarm
[El Thermal Protection g
Bl Ports B 1 Pot | Mep  Down 1 0 2 BC-9C-C5-00-1F-D0
P
B2 DHCP
Security a 2 Port | Mep  Down 2 0 2 BC-9C-C5-00-1F-DA

Aggregation
[E Loop Protection
2 Spanning Tree
B2 IPMC Profile
E Mvr

IPMC

BLLDP

ElEps

Bl mer

B ErPs

[E] MAC Table

[E vLaNs L
E2VLAN Translation

B Private VLANS

BvCL

B2 Voice VLAN

B3 Ethemnet Services

m
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- 4 Configuration . - .
B System Maintenance Entity Point
- I Green Ethernet

- Bl Thermal Protection
- B Poris | 1 Pot  Mep | Down 1 0 2 BC.9C G5 001F-DC

- B DHCP
- B3 Security B 2 Port Mep Down 2 0 2 BC-8C-C5-00-1F-DD

o : | regation
‘m ffwi o?w Reset
- & Loop Protection

- B Spanning Tree

- B IPMC Profile

- B MvR

- B IPMC

-BLLDP

- B EPS

- Bl ERPS

- B MAC Table

- B VLANs

- B VLAN Translation

- B Private VLANs

- BEvCL w
- B Voice VLAN

- B Ethernet Services

- QoS

- B Mirroring

- B uPnP

Delete Instance Domain Mode Direction Residence Port Level Flow Instance Tagged VID This MAC Alarm

m

- 4 Configuration . . .
" B system Maintenance Entity Point

- B2 Green Ethemnet

| B Thermal Erotection Delete Instance Domain Mode Direction Residence Port Level FlowInstance Tagged VID This MAC Alarm
r E Ports [} 1 Port Mep Down 1 0 2 BC-9C-C5-00-1F-F4

- B DHCP

- B Security = 2 Port Mep Down 2 0 2 BC-9C-C5-00-1F-F5

- B Aggregation

- B Link CAM Add New MEP Reset

- B Loop Protection
- I Spanning Tree
- B IPMC Profile

- B MvR
- BIPMC
- BLLDP
- BEPS
-ElmEP.
- B ERPS
- B MAC Table

- Bl VLANS

- B WVLAN Translation
- B Private VLANs

- BEvCL b
- B Voice VLAN

- B3 Ethemet Services

- QoS

- B Mirroring

- Bl UPnP

[

6.2 Switch 2, the RPL neighbor
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[ Comauation || Ethernet Ring Protection Switching

- B8 Green Ethemnet

| B Thermal Protection Delete  ERPSID  PortD Port1  Port0 APSMEP Port1APSMEP Port0d 5FMEP Port1 SFMEP Ring Type Interconnectsd Node Virtual Channel Major Ring 1D Alarm

- B Ports 5 1 F 1 2 1 2 WMsior[¥) [u] [ )
- B DHCP
[ e apareoe [Ersrr=rem )
Add New Protection Grou Save
- B Aggregstion < - E
- BaLink OAM

- Bl Loop Protsction
| B3 Spanning Trse
- BIPMC Profile
FEwmR

- BIPMC
LmLLDP

B EPS

- B mEP

- EErPs

- B MAC Table

- ElvLans

- B VLAN Translation
- B8 Private VLANs
- mvCL

| B voice VLAN

- B Ethemet Senvices
-BQos

- Bl Mirroring
~BupnP

- BGVRP

- B sFiow

- E pomt
“Buoo

(]

Edit ERPS1 (by clicking 1 under ERPS ID of ERPS table)

il Auto-eire

[ ®a Confiauration ERPS Configuration 1

|- B2 System

|- B8 Green Ethernet
| B Thema protection Instance Data
- EPors
[ Eprce ERPSID Port0 Porti PortDSEMEP Port!SFMEP Port0APSMEP Port1APSMEP RingType
| B3 Security 1 1 2 1 2 1 2 Msjor Ring
| B3 Aggregation
- B Link 0AM Instance Configuration
- & Loop Protestion
- Ba Spanning Tree Configured Guard Time WTRTime Hold OffTme Version Revertive VLAN config
|- B3 IPMC Profile
FEMWR 00 min [w] 2 c) o} VLAM Config
- BIPMC
[EaLLoe RPL Configuration
-EEers

- @ mER

-Eleres

- Bl MAC Table

B vians

|- I VLAN Translation
- Ba Private VLANS Instance Command
-mveL
- B3 Voiee VLAN Command Port
- B Ethemet Senvices
L mcos Nane None ]
- B mirroring
r Euene Instance State
- BGVRP
- B sFlow
- E oom
LEuoo
- B2 Monitor

- baDisgrostics ==

i

RPL Role RPL Port Clear

RPL Neiohbour[¥] Partd[¥] o

Protection State Port0 Port! TransmitAPS Port 0 Receive APS Port 1 Receive APS WIRRemaining RPL Un-blocked No APSReceived Port0 Block Status  Port 1 Block Status  FOP Alarm

Idie oKk | oK NR RS BPR1 B0-60-C5-00-1F-00 [ Blacked Unblocked

Edit Protected VLAN
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6.3 Switch 3

- B Configuration

- E¥System

- B Green Ethernet
- E] Thermal Protection
- Bl Ports

- BDHCP

~ B Security

- B Aggregation

- BaLink OAM

- B Loop Protection
- BaSpanning Tree
- BXIPMC Profile

F BImvr

- BIPMC

- BLLDP

- EIEPS

+ EIMEP

- EIERPS

- EIMAC Table

- EIVLANS

- BVLAN Translation
- ExPrivate VLANS
- BvcL

- BExvoice VLAN

- BIEthernet Services
S+ [#1]

- B Mirroring

- EUPnP

- BBGVRP

- ElsFlow

- ElDDMI

Ba Configuration
| B system

- BIGreen Ethemnet

- B Thermal Protection
- ElPorts

- BDHCP

- B Security

- B3 Aggregation

- BaLink CAM

I Bl Loop Protection

| EaSpanning Tree

- BIPMC Profile
FEmvr

- BIPMC

- BLLDP

- Bleps

- Bwmer

- BIERPS

- EIMAC Table

- EIVLANS

- BaVLAN Translation
- B Private VLANs

- EveL

- B3Voice VLAN

- BIEthemet Services
- QoS

- Bl mirroring

L @upPnp

m

- BGVRP
- Bl sFlow
- @comi
L @uoo

Ethernet

m
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ERPS VLAN Configuration 1

Delete

@]

Add New Entry
=T

VLAN ID

Ethernet Ring Protection Switching

Delete ERPS ID Port 0 Port1

o Pt G

Port 0APSMEP Port 1 APS MEP

1

2 1

Edit ERPS1 (by clicking 1 under ERPS ID of ERPS table)

No action is required on Switch 3. Keep the RPL owner to none.

Edit Protected VLAN
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Ethernet

- M Configuration

- ESystem

- B@Green Ethernet
- El Thermal Protection
- ElPorts

- BDHCP

- B Security

- B Agagregation

- B Link OAM

- E Loop Protection
- B Spanning Tree
- EXIPMC Profile

- EIMvR

- BIPMC

- BLLDP

- ElEPS

- Blmer

- EIERFS

- EIMAC Table

- Blvians

- BVLAN Translation
- EmPrivate VLANS
- BvCL

- E=Voice VLAN

- B Ethernet Services
- QoS

- E Mirroring

- ElUFnP

- BGVRP

- ElsFlow

- ElDDMI

m
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ERPS VLAN Configuration 1

Delete

=]

Add New Entry

T
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13 PTP(1588)

13.1 PTP Clock Configuration

Clock Instance

Indicates the Instance of a particular Clock Instance [0..3].Click on the Clock Instance number
to edit the Clock details.

Device Type

Indicates the Type of the Clock Instance. There are 6 Device Types.

1. Ord-Bound - clock's Device Type is Ordinary-Boundary Clock.
2. P2p Transp - clock's Device Type is Peer to Peer Transparent Clock.
3. E2e Transp - clock's Device Type is End to End Transparent Clock.
4. Master Only - clock's Device Type is Master Only.
5. Slave Only - clock's Device Type is Slave Only.
6. BC-frontend - Boundary Clock frontend clock instance, only 1-step, 1-way is
supported, i.e. these config parameters are ignored

Profile

Indicates the Profile of the Clock Instance.
1. 1588 - IEEE 1588 Standard

2. (G8265.1 — PTP telecom profile for frequency synchronization
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System . .
3 DHCP PTP Clock Configuration
B3 Ports
[E] Ports Configuration Clock . .
Delete Instance Device Type Profile
[E] State
E] Traffic Overview 0 | ord-Bound v | 1588 v
[E] Qos Statistics “nactive
[E] Detailed Statistics P2pTransp
. E2eTransp
1 Aggregation Mastronly
1 Redundancy Slaveonly
P2 Security | BC-frontend
3 Green Ethernet
IPMC
B MVR
LLDP
P PoE
3 MAC Table
3 VLANS
P31 GVRP

B3 PTP(1588) & SyncE
[E] PTP Configuration
[E] PTP Status
[E] syncE

P2 Ethernet Services

P11 QoS

Link OAM

PR3 Diagnostics

Maintenance

13.2 PTP Clock's Configuration and Status

1321 Clock Type and Profile

Show clock Type and Profile, apply profile defaults.

1322 Port Enable and Configuration

Click on “Ports Configuration” to set ptp clock’s port data set..

1323Local Clock Current time

Show/update local clock data

PTP Time

Shows the actual PTP time with nanosecond resolution.

Clock Adjustment Method

Shows the actual clock adjustment method. The method depends on the available hardware.
Synchronize to System Clock

Activate this button to synchronize the System Clock to PTP Time.

Ports Configuration
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Click to edit the port data set for the ports assigned to this clock instance.

1324 Clock current Data Set

The clock current data set is defined in the IEEE 1588 Standard. The current data set is

dynamic
SstpRm

Steps Removed : It is the number of PTP clocks traversed from the grandmaster to the local

slave clock.

Offset from master

Time difference between the master clock and the local slave clock, measured in ns.
mean Path Delay

The mean propagation time for the link between the master and the local slave.

1325 Clock Parent Data Set

The clock parent data set is defined in the IEEE 1588 standard. The parent data set is

dynamic.

Parent Port Identity

Clock identity for the parent clock, if the local clock is not a slave, the value is the clocks own
id.

Port

Port Id for the parent master port

PStat

Parents Stats (always false).

Var

It is observed parent offset scaled log variance
Change Rate

Observed Parent Clock Phase Change Rate. i.e. the slave clocks rate offset compared to the

master. (unit = ns per s).
Grand Master Identity

Clock identity for the grand master clock, if the local clock is not a slave, the value is the clocks

own id.

Grand Master Clock Quality
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The clock quality announced by the grand master (See description of Clock Default
DataSet:Clock Quality)

Pril
Clock priority 1 announced by the grand master
Pri2

Clock priority 2 announced by the grand master.

13.26 Clock Default Dataset

The clock default data set is defined in the IEEE 1588 Standard. It holds three groups of data:
the static members defined at clock creation time, the Dynamic members defined by the

system, and the configurable members which can be set here.
Clockld

An internal instance id (0..3)

Device Type

Indicates the Type of the Clock Instance. There are five Device Types.
1. Ord-Bound - Clock's Device Type is Ordinary-Boundary Clock.

2. P2p Transp - Clock's Device Type is Peer to Peer Transparent Clock.
3. E2e Transp - Clock's Device Type is End to End Transparent Clock.
4. Master Only - Clock's Device Type is Master Only.

5. Slave Only - Clock's Device Type is Slave Only.

2 Step Flag

True if two-step Sync events and Pdelay_Resp events are used

Ports

The total number of physical ports in the node

Clock Identity

It shows unique clock identifier

Dom

Clock domain [0..127].

Clock Quality

The clock quality is determined by the system, and holds 3 parts: Clock Class, Clock Accuracy
and OffsetScaledLog Variance as defined in IEEE1588.
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The Clock Accuracy values are defined in IEEE1588 table 6 (Currently the clock Accuracy is
set to 'Unknown' as default).

Pril

Clock priority 1 [0..255] used by the BMC master select algorithm.
Pri2

Clock priority 2 [0..255] used by the BMC master select algorithm.
Protocol

Transport protocol used by the PTP protocol engine

Ethernet PTP over Ethernet multicast

EthernetMixed PTP using a combination of Ethernet multicast and unicast
IPv4Multi PTP over IPv4 multicast

IPv4Mixed PTP using a combination of IPv4 multicast and unicast
IPv4Uni PTP over IPv4 unicast

One-Way

If true, one way measurements are used. This parameter applies only to a slave. In one-way
mode no delay measurements are performed, i.e. this is applicable only if frequency

synchronization is needed. The master always responds to delay requests.
VLAN Tag Enable

The VLAN Tag Enable parameter is ignored, because the tagging is controlled by the VLAN

configuration.

VID

VLAN Identifier used for tagging the VLAN packets.
PCP

Priority Code Point value used for PTP frames.

1327 Clock Time Properties Data Set

The clock time properties data set is defined in the IEEE 1588 Standard. The data set is both
configurable and dynamic, i.e. the parameters can be configured for a grandmaster. In a slave
clock the parameters are overwritten by the grandmasters timing properties. The parameters

are not used in the current PTP implementation.
The valid values for the Time Source parameter are:

16 (0x10) ATOMIC_CLOCK
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32 (0x20) GPS

48 (0x30) TERRESTRIAL_RADIO
64 (0x40) PTP

80 (0x50) NTP

96 (0x60) HAND_SET

144 (0x90) OTHER

160 (0xAO0) INTERNAL_OSCILLATOR

13.2.8 Filter Parameters

The default delay filter is a low pass filter, with a time constant of 2**

DelayFilter*DelayRequestRate.

If the DelayFilter parameter is set to 0, the delay filter uses the same algorithm as the offset

filter.

The default offset filter uses a minimum offset or a mean filter method

i.e. The minimum measured offset during Period samples is used in the calculation.
The distance between two calculations is Dist periods.

Note: In configurations with Timestamp enabled PHYs, the period is automatically increased, if

(period*dist < SyncPackets pr sec/4), i.e. max 4 adjustments are made pr sec.
If Dist is 1 the offset is averaged over the Period,
If Dist is >1 the offset is calculated using 'min' offset.

DelayFilter

See above

Filter Type

Shows the filter type used which can be either the basic filter or an advanced filter that can be
configured to use only a fraction of the packets received (i.e. the packets that have

experienced the least latency).

Period

See above

dist

See above

Height

The height of the sample window measured in microseconds (only applicable to advanced
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offset filter).
Percentage

The percentage of sync packets (with smallest delay) used by the offset filter (only applicable

to advanced offset filter).
Reset Threshold

The threshold in micro seconds at which the offset filter will be reset and the slave clock

synchronized to the master.

1329 Servo Parameters

The default clock servo uses a PID regulator to calculate the current clock rate. i.e.
clockAdjustment =
OffsetFromMaster/ P constant +
Integral(OffsetFromMaster)/ | constant +
Differential OffsetFromMaster)/ D constant
Display

If true then Offset From Master, MeanPathDelay and clockAdjustment are logged on the debug
terminal.

P-enable

If true the P part of the algorithm is included
I-Enable

If true the | part of the algorithm is included
D-enable

If true the D part of the algorithm is included
'P' constant

[1..1000] see above
'I' constant

[1..10000] see above
‘D' constant

[1..10000] see above
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13.2.10 Unicast Slave Configuration

When operating in IPv4 Unicast mode, the slave is configured up to 5 master IP addresses.
The slave then requests Announce messages from all the configured masters. The slave uses
the BMC algorithm to select one as master clock, the slave then request Sync messages from
the selected master.

Duration
The number of seconds a master is requested to send Announce/Sync messages. The
request is repeated from the slave each Duration/4 seconds.
ip_address
IPv4 Address of the Master clock
grant
The granted repetition period for the sync message
CommState
The state of the communication with the master, possible values are:
IDLE : The entry is not in use.
INIT : Announce is sent to the master (Waiting for a response).
CONN : The master has responded.
SELL : The assigned master is selected as current master.

SYNC : The master is sending Sync messages.
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PTP Clock's Configuration and Status
Clock Type and Profile

Clock Instance Device Type Profile Apply Profile Defaults

0 Ord-Bound 1588 Apply

Port Enable and Configuration
Port Enable Configuration

1 2 3 4 5 6 7 8 9 10
Ports Configuration

Local Clock Current Time

PTP Time Clock Adjustment method Synchronize to System Clock

1970-01-01T01:08:54+00:00 528,599,040 Internal Timer Synchronize to System Clock

Clock Current DataSet

stpRm Offset From Master Mean Path Delay
0 0.000,000,000 0.000,000,000
Clock Parent DataSet
Parent Port ID Port PStat Var Rate GrandMaster ID GrandMaster Clock Quality Pri1 Pri2

be:8c:c5:ff:fe:10:20:a0 0 False 0 0 be:9e:ch:ff:fe:10:20:a0 Cl:251 Ac:Unknwn \Va:65535 128 128
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Clock Default DataSet

Clockld Device Type 2StepFlag Ports Clock Identity Dom Clock Quality
0 Ord-Bound False v 10 be:9e:eh:ff:fe:10:20:a0 0 Cl:251 Ac:Unknwn Va:65535
Pri1 Pri2 Protocol One-Way VLAN Tag Enable ViD PCP DSCP
128 128 Ethernet v False v False v 1 (VI 0

Clock Time Properties DataSet
UtcOffset Valid leap59 leap61 Time Trac Freq Trac ptp Time Scale Time Source

0 False ¥ False ¥ False ¥ False ¥ False ¥ True ¥ 160

Filter Parameters
Filter Type Delay Filter Period Dist

Basic v 6 1 2

Servo Parameters
Display P-enable I-enable D-enable 'P' constant I' constant 'D' constant

False + True v True v True v 3 80 40

Unicast Slave Configuration

Index Duration ip_address grant CommState
0 100 0.0.0.0 [ 0 IDLE
1 100 0.0.0.0 0 IDLE
2 100 0.0.0.0 0 IDLE
3 100 0.0.0.0 0 IDLE

100 0.0.0.0 0 IDLE

4

13.3PTP Clock's Port Configuration

The port data set is defined in the IEEE 1588 Standard. It holds three groups of data: the static

members, the dynamic members, and configurable members which can be set here.
Port

Static member port Identity : Port number [1..max port no]

Stat

Dynamic member portState: Current state of the port.

MDR

Dynamic member log Min Delay Req Interval: The delay request interval announced by the

master.

Peer Mean Path Del
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The path delay measured by the port in P2P mode. In E2E mode this value is 0.
Anv

The interval for issuing announce messages in master state. Range is -3 to 4.
ATo

The timeout for receiving announce messages on the port. Range is 1 to 10.
Syv

The interval for issuing sync messages in master. Range is -7 to 4.

DIm

Configurable member delayMechanism: The delay mechanism used for the port:
e2e End to end delay measurement

p2p Peer to peer delay measurement.

Can be defined per port in an Ordinary/Boundary clock.

In a transparent clock all ports use the same delay mechanism, determined by the clock type.
MPR

The interval for issuing Delay_Req messages for the port in E2e mode. This value is
announced from the master to the slave in an announce message. The value is reflected in the
MDR field in the Slave

The interval for issuing Pdelay_Req messages for the port in P2P mode

Note: The interpretation of this parameter has changed from release 2.40. In earlier versions
the value was interpreted relative to the Sync interval, this was a violation of the standard, so
now the value is interpreted as an interval. I.e. MPR=0 => 1 Delay_Req pr sec, independent of
the Sync rate.

Range is -7 to 5.
Delay Asymmetry

If the transmission delay for a link in not symmetric, the asymmetry can be configured here,
see IEEE 1588 Section 7.4.2 Communication path asymmetry

Range is -100000 to 100000.

Version

The current implementation only supports PTP version 2

Ingress latency

Ingress latency measured in ns, as defined in IEEE 1588 Section 7.3.4.2.

Range is -100000 to 100000.
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Egress Latency
Egress latency measured in ns, as defined in IEEE 1588 Section 7.3.4.2.

Range is -100000 to 100000.

PTP Clock's Port Data Set Configuration

Port Stat MDR PeerMeanPathDel Anv ATo Syv Dim MPR Delay Asymmetry Ingress Latency Egress Latency Version

4 dsbl 3 0000000000 0 3 O e2e ¥ 0 0 0 0 2
5 dsbl 3 0.000,000,000 0 3 0 ez v 0 0 0 0 2
e2e

save
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14 SyncE

14.1 SyncE Configuration

1411 Clock Source Nomination and State

For each possible clock source the following can be configured.
Clock Source

This is the instance number of the clock source. This has to be referenced when selecting

'Manual' Mode
Nominated

When a clock source is nhominated, the clock output from the related PHY (Port) is enabled
against the clock controller. This makes it available as a possible source in the clock selection
process. If it is supported by the actual HW configuration, The Station clock input can be

nominated as a Clock Source.
Port

In this drop down box, the ports that are possible to select for this clock source, is presented.
The PCB104 Synce module supports 10MHz station clock input. The station clock input is
indicated by a port name = 'S-CLK'. The servall has a limitation that chip port 1 cannot be

nominated as source 1. On the Vitesse boards this is port 7 (interface gi 1/7).

Serval2 NID board limitations: Port 5-12 can be configured for 100M, 1G or 2.5G speed. In
2.5G speed mode the SyncE hardware is not able to lock, because the recovered clock output

frequency does not match the SyncE hardware's frequency options.

Priority

The priority for this clock source. Lowest number (0) is the highest priority. If two clock sources
has the same priority, the lowest clock source number gets the highest priority in the clock
selection process.

SSM Overwrite

A selectable clock source Quality Level (QL) to overwrite any QL received in a SSM. If QL is
not Received in a SSM (SSM is not enabled on this port), the SSM Overwrite QL is used as if
received. The SSM Overwrite can be set to QL_NONE, indicating that the clock source is

without any know quality (Lowest compared to clock source with known quality)

Hold Off
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The Hold Off timer value. Active loss of clock Source will be delayed the selected amount of
time. The clock selector will not change clock source if the loss of clock condition is cleared

within this time
ANEG Mode

This is relevant for 1000BaseT ports only. In order to recover clock from port it must be
negotiated to 'Slave' mode. In order to distribute clock the port must be negotiated to ‘Master’

mode.

This different ANEG modes can be activated on a Clock Source port:

Prefer Slave: The Port will be negotiated to 'Slave’ mode if possible.

Prefer Master: The Port will be negotiated to 'Master' mode if possible.

Forced Slave: The Port will be forced to 'Slave’ mode.

The selected port in 'Locked' state will always be negotiated to 'Slave' if possible.
LOCS

Signal is lost on this clock source.

SSM

If SSM is enabled and not received properly. Type of SSM fail will be indicated in the 'Rx SSM'
field.

WTR
Wait To Restore timer is active.
Clear WTR

Clears the WTR timer and makes this clock source available to the clock selection process.

1412 Clock Selection Mode and State

The Clock Selector is only in one instance - the one who selects between the nominated clock
sources.

Mode

The definition of the 'best' clock source is firstly the one with the highest (QL) and secondly
(the ones with equal QL) the highest priority.

Clock Selector can be in different modes:

Manual: Clock selector will select the clock source stated in Source (see below). If this
manually selected clock source is failing, the clock selector will go into holdover state.

Manual To Selected: Same as Manual mode where the pt. selected clock source will become
Source.
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Auto NonRevertive: Clock Selection of the best clock source is only done when the selected
clock fails.

Auto Revertive: Clock Selection of the best clock source is constantly done.
Force Hold Over: Clock Selector is forced to Hold Over State.
Force Free Run: Clock Selector is forced to Free Run State.

Source
Only relevant if Manual mode is selected (see above).
WTR Time

WTR is the Wait To Restore timer value in minutes. The WTR time is activated on the falling
edge of a clock source failure (in Revertive mode). This means that the clock source is first

available for clock selection after WTR Time (can be cleared).

SSM Hold Over

This is the transmitted SSM QL value when clock selector is in Hold Over State.
SSM Free Run

This is the transmitted SSM QL value when clock selector is in Free Run State.
EEC Option

The ZL30xxx based Synce modules support both EEC1 and EEC2 option. The difference is:
EEC1=> DPLL bandwidth=3,5 Hz, EEC2=> DPLL bandwidth = 0,1 Hz.

State
This is indicating the state of the clock selector. Possible states are:.

Free Run: There is no external clock sources to lock to (unlocked state). The Clock Selector
has never been locked to a clock source long enough to calculate the hold over frequency

offset to local oscillator. The frequency of this node is the frequency of the local oscillator.

Hold Over: There is no external clock sources to lock to (unlocked state). The Clock Selector
has calculate the holdover frequency offset to local oscillator. The frequency of this node is

hold to the frequency of the clock source previous locked to.

Locked: Clock selector is locked to the clock source indicated (See next).
Top: Clock selector is locked to Time over packets, e.g. PTP (See next).
Clock Source

The clock source locked to when clock selector is in locked state.

LOL

Clock selector has raised the Los Of Lock alarm.
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DHOLD

Clock selector has not yet calculated the holdover frequency offset to local oscillator. This

becomes active for about 10 s. when a new clock source is selected

14.1.3 Station Clock Configuration

The Synce module may have a Station clock input and/or a Station clock output.
Clock input frequency

If supported by the Synce HW, the station clock input frequency can be configured, the

possible frequencies are:
1,544 MHz, 2,048 MHz or 10 MHz
Clock Output frequency

If supported by the Synce HW, the station clock output frequency can be configured, the

possible frequencies are:

1,544 MHz, 2,048 MHz or 10 MHz

1414 SyncE Ports

For each possible port on switch.

Port

The port number to configure.

SSM Enable

Enable and disable of SSM functionality on this port.
Tx SSM

Monitoring of the transmitted SSM QL on this port. Transmitted QL should be the Quality Level
of the clock generated by this node. This means the QL of the clock source this node is locked

to
Rx SSM

Monitoring of the received SSM QL on this port. If link is down on port, QL_LINK is indicated. If
no SSM is received, QL_FAIL is indicated

1000BaseT Mode

If PHY is in 1000BaseT Mode then this is monitoring the master/slave mode. In order to
receive clock on a port, it has to be in slave mode. In order to transmit clock on a port, it has to

be in master mode.
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SyncE Ports

Port S5M Enable TxSSM Rx SSM 1000BaseT Mode

1 Master
2 Master
3 Master
4 Master
5 Master
6 Master
7 Master
8 Master
9 Master
10 Master

PTP Ports (8265.1)

Instance Rx SSM PTSF
0 QL FAIL LossAnn
1 QL FAIL LossAnn
2 QL FAIL LossAnn
3 QL FAIL LossAnn

SyncE Configuration

Clock Source Nomination and State

Clock Source Nominated Port Priority SSM Overwrite Hold Off ANEG mode LOCS SSM WTR Clear WTR
1 1 v 0o QL NONE ¥ Disabled ¥ None v none ¥
2 1 v 0or QL NONE ¥ Disabled v None v none v

Clock Selection Mode and State
Mode Source WTR Time SSM Hold Over SSM Free Run EEC Option State Clock Source LOL DHOLD

Auto Revertive v 1 5M v QL NONE ~ QL NONE None v Free Run .

Station Clock Configuration
Clock input frequency Clock output frequency

Disabled ~ Disabled ¥

oo
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